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We should, however, accept the economic fundamentals of Britain's digital
modernisation agenda. Thankfully, the Gershon review of public sector
efficiency has now made an explicit fiscal case for e-government, thus cut-
ting through the dotcom hype that demanded public services be online
purely for the sake of it. Efficiency may be a less attractive or less exciting
rationale for e-government, but it is a far more credible one. The rest of
Britain’s digital agenda needs a similarly robust economic case made for it,
and then communicated effectively. When we think of what is meant by
the ’knowledge economy’, and why we might embrace it, we need firstly to
understand the economic context of the previous twenty-five years.

Why this matters: knowledge and productivity

The 1970s marked a turning point in the wealth-creation strategies of
many Western economies, and much of this related to technology. From
the industrial revolution onwards, the productive potential of these
economies was directed towards manufacturing of goods. Britain’s early
industrial supremacy was rooted in the production of textiles. The US
economy, which became more productive than Britain's in the late nine-
teenth century, was driven by steel industries and the industrialisation of
agriculture. Through the 1950s and 1960s, the economies of continental
Europe, the US and Japan grew at a sustained rate as a result of improve-
ments in the production of cars and new consumer goods. Yet so many of
these innovations were liable to be copied by foreign competitors, many
of whom had lower wages to pay, meaning cheaper, more competitive
products. Even during the boom years of the 1950s and 1960s, manufac-
turing was drifting towards Japan and South East Asia. In the 1970s, inno-
vation stagnated, productivity growth slumped, and many countries
(including Britain) encountered severe economic difficulties.

The decline of Britain’s manufacturing base in the 1970s and 1980s is a
well-rehearsed story, fraught with political conflict. Moreover, it elicited
deep-felt anxiety as to how Britain was going to generate wealth beyond
the speculative activities of financial institutions. A model of capitalism
capable of creating high employment and rising wages needs a wealth
generator at its heart. The potential solution was identified in the 1980s,
as economists began to wonder whether economic growth might be pos-
sible without an increase in production of goods, but through concentrat-
ing on production of knowledge. If this were possible, education would be
a form of investment, and the UK would have sources of competitive
advantage in the form of schools, science parks and universities, which
could not be quickly or cheaply imitated overseas.

New Labour has wholeheartedly pursued a ‘knowledge economy’ strategy
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since coming to power in 1997. Tony Blair's famous promise to put ‘edu-
cation, education, education’ at the heart of a future Labour Government
was as much a declaration of economic policy as it was of social policy.
One of Peter Mandelson's first acts as Trade & Industry Minister was to
commission a White Paper on the knowledge economy. And, with varying
degrees of enthusiasm, this has also involved embracing ICT, and encour-
aging modernisation of Britain’s digital infrastructure. But if knowledge is
what is being produced, what is the role of ICT in such a strategy? On the
face of it, ‘information technology’ ought to reduce the need for humans
to carry knowledge around in their heads, oughtn't it?

Sources of wealth

There are four ways in which ICT might contribute to wealth, and it is crit-
ical that these are properly distinguished from one another, to raise the
credibility of ICT within economic discourses.

The ICT industry itself: Firstly, of course, an economy might actually produce
ICTs. In the US, rates of productivity growth and economic growth doubled
in the mid 1990s, and this was partly thanks to innovation in industries
that actually produced digital infrastructure, such as semi-conductors or
internet routers. ICT proves especially useful at improving how it itself is
produced.3 Equally, ICT service industries (offering training, installation
and maintenance) are an important source of employment and business
support. Many software producers, for instance, operate a business model
where they give away their product for free, and make money through
selling additional services around it.

Organisational productivity: Commentators on the knowledge economy
frequently confuse this first phenomenon, of the ICT industry itself, with
a second one. This is the use of ICT to improve the productivity of firms
that aren’t expressly concerned with digital technology at all.
Manufacturing firms often demonstrate a remarkable ability to implement
ICT towards productivity gains, though this may of course translate into
job cuts. Britain’s coal and oil industries, for instance, are among its most
successful users of ICT, although the technological modernisation has very
often been at the expense of jobs. Effective implementation of ICT in
manufacturing is arguably an easier job than in services, because the
process and end product are easier to specify and quantify.

Elsewhere, the relationship between ICT and productivity is a far more
complicated story. Despite sustained investment in ICT over the past
twenty years, many service industries have struggled to improve their per-
formance through use of the new technologies. Too often, the investment
is simply an additional overhead, while processes carry on as usual. The
critical challenge is a social one, namely of creating adequate trust
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between management and staff to allow for the decentralisation of deci-
sion-making. Without this it becomes impossible to take advantage of the
decentralisation of information which is one of ICT’s most important
economic properties. With adequate management and patience, firm-level
productivity gains can be made, though these will typically be realised
over five years after the initial investment. Moreover, evidence suggests
that service-sector productivity gains tend to increase net employment,
rather than reduce it.4

Learning support: A third way in which ICT can act as a potential enabler
of wealth generation is its role in education, be it in the home, the class-
room or elsewhere. Over the past twenty years, economists have devel-
oped a more nuanced understanding of how education contributes to
productivity and economic growth. Evidence is never entirely uncontested
in this area, but it'’s important to get a sense of some of the findings. One
study found that increases in educational attainment accounted for a
third of the productivity growth in the US over the post-war period.>
Another international study estimated that, if investment in skills and
education (as a share of GDP) is increased by a tenth, output per worker
will rise by six per cent, and if this investment doubles, output per worker
will eventually rise by about fifty per cent.®

The role of ICT in learning is among its most celebrated capabilities. Part
of this role involves making learning resources more accessible and more
ubiquitous. For instance, pupils can exploit the internet to access school
materials from home, while schools can share their resources online.
Learning resources can also be better ‘personalised’ for pupils, and the
process of teaching can become more productive. Scarcity of basic learn-
ing materials ought, in principle, to be eradicated through the internet,
which has the potential to remove the physical or technological barriers
to education, where these exist.

More profoundly, however, ICT may actually transform the way we learn.
The question is not simply how ICT can be used simply to find informa-
tion (for instance through Google), but how it can support forms of
learning that are unique to the human mind, that ICT can’t do. If any-
thing, ICT removes the need for people to memorise facts and figures,
and does indeed make several forms of clerical jobs and skills redundant.
Due to this, many of the economic consequences of ICT are uniform
from one organisation to the next. This led Harvard economist Nicholas
Carr to argue in a notorious essay that ‘IT Doesn’t Matter”: because so
many nations and so many firms all use the same technologies, the effi-
ciencies and information it offers are blanket ones, and no longer confer
competitive advantage.” What this overlooks is the smart use of ICT to
develop valuable human capabilities that are not distributed uniformly.
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Competitiveness depends not only on knowledge, but on the forms of
knowledge that computers aren't able to store or share. A good way of
casting this distinction is to contrast '’knowing that” with ’knowing how’,
where the former is about memorising facts, and the latter is about learn-
ing capabilities. The latter is where the competitive advantage of devel-
oped nations, such as the UK, now lies. As the sociologist Manuel Castells
puts it, ICTs ‘replace work that can be encoded in a programmable
sequence and enhance work that requires analysis, decision, and repro-
gramming capabilities in real time at a level that only the human brain
can master’8 Yet research shows that ICTs have a positive role to play in
the teaching of this latter type of knowledge, even if this remains subject
to teaching techniques and social contexts.?

New market structures: Finally, ICT potentially enables new, more competi-
tive market structures. Prophets of the information society foresaw net-
worked organisations’, in which small, loosely-coupled teams could oper-
ate in tandem by exploiting the co-ordinating potential of the internet.
One futuristic example might be Mondragon Corporacion Cooperativa in
Spain, in which new organisations are constantly spun off as soon as the
parent reaches a certain size, and then trade with each other.1° The prac-
tices enabled by eBay might offer an alternative glimpse of the future,
whereby individuals themselves trade on an open market, without
dependence on organisations. In a paper published as part of the Digital
Manifesto project, Wingham Rowan suggested that the model be adapted
to allow individuals to sell their time and skills, potentially increasing the
fluidity of local labour markets.!

But the model that remains most plausible for the time being is America’s
so-called New Economy. Already alluded to once or twice, the experience of
the US during the 1990s is evidence of how ICT can enable social and eco-
nomic behaviour that is both disruptive and highly productive. New high-
tech and knowledge-based businesses were formed in vast numbers, using
social networks between local universities, entrepreneurs and venture capi-
talists. These businesses were not only in the business of producing techno-
logical innovation, they were enabled by it: the internet had drastically low-
ered barriers to entry for new businesses. In California in particular, it
became possible for a few good software writers to find each other, work
together, and publicise their product without so much as a single office.

This picture of twenty-something entrepreneurs relying on nothing other
than laptops, friends and lattes has become exaggerated over time. This
was a small minority of people, with its own peculiar psychology, and
often supported by less commented-on networks of business angels and
parent companies, such as Hewlett Packard. The presence of the technol-
ogy simply offered an opportunity to innovate; the motivation, intelli-
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gence, and perseverance to do so successfully, come from entirely differ-
ent sources. Equally, there is no reason to assume that any small business
which exploits ICTs will be especially innovative. The point is simply that
ICTs do potentially enable an economic restructuring, and that this does
potentially put small businesses and individuals at the heart of an econ-
omy’s value-creation.

Evidence of modernisation

A variety of international benchmarking exercises attempt to rank nations
on how quickly they are entering the information age. These need to be
treated with some caution. The UK is currently ranked the fifth most
‘e-ready’ economy in the world, judged in terms of its infrastructure,
uptake of online services and e-government practices.!2 And yet output
per hour in the UK is still twenty-five per cent lower than in the
Netherlands, eight per cent lower than in Germany and eleven per cent
lower than in France - countries that are ranked eighth, twelfth and nine-
teenth respectively for ‘e-readiness’.!3 This discrepancy between infrastruc-
tural and economic progress is a common feature of Britain's current
technological capacity. Modernising infrastructure is the necessary-but-
not-sufficient precondition of new, potentially more productive ways of
working and organising. And to date, Britain and its organisations have
had a better record when it comes to investing in the cables and machines,
than when it comes to supporting and managing the new practices.

Britain’s productivity deficit has become a more urgent political problem
against a backdrop of offshoring of service industries. In this respect, ICT
has created a problem for the UK economy: high-speed telecommunica-
tions infrastructure means that many services can be relocated anywhere
that has the technological and social capabilities to perform them more
cheaply. When one considers that an average software writer in India
earns one seventh of the amount of the average in the UK, and a call-cen-
tre operative even less, the business case for offshoring becomes clear.!4
India, which produces two million graduates a year, and where English is
widely spoken, is unsurprisingly the recipient of the largest proportion of
the service jobs that are moved out of the UK. In Korea, wages are only
just over half their level in the UK, yet the proportion of graduates is the
same.1> Reasonable estimates suggest that between two and three per cent
of European and US jobs could be offshored in the next decade.1°

The threat of offshoring should not be exaggerated. Economists are in
broad agreement that the practice ultimately benefits both nations
involved, allowing each to become more specialised. In late 2004, Britain
was enjoying the highest employment level in the G7 - 74.7 per cent of
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working age adults - and there is little immediate prospect of a net loss in
service jobs.17 However, offshoring does at least act as a catalyst to think-
ing about what sorts of jobs and industries Britain can rely on for the
foreseeable future. As skills in Asia continue to rise, infrastructure
improves and offshoring intermediaries become more effective, higher-
value-added white-collar jobs (such as journalists or accountants) could
become offshored in future. The European Commission has argued that
‘ultimately, ICT-induced productivity increases are a source of job cre-
ation’ and that ‘the overall dynamism resulting from ICT use leads to job
creation in other areas to an extent that more than offsets the losses.18

The capability of ICT is to enable faster, more integrated and more finely-
targeted social connectivity. This connectivity is fundamentally ‘socio-
technical’: enabled by technology but enacted by people. The most common
error made when analysing ICT is to focus on how we are enabled, and
not on how we choose to act. To assess Britain’s capabilities, we need to
look at both, ideally in tandem. But let’s take one at a time, and then look
for evidence of how these capabilities may have benefited the UK economy.

Hard infrastructure

One of the less plausible claims made for the ‘information society’ was
that economic activity was becoming ‘virtual’, divorced from the material
world. The fact that electronic money can now be used to buy informa-
tional goods (for instance purchasing an insurance policy online using a
credit card) suggested that physical things and places were no longer criti-
cal to how business was done. Slogans such as the ‘death of distance’, the
‘weightless economy’ and the ‘end of cities’ followed.

British urban geographer Stephen Graham dismantles this argument best
when he says ‘commentators have consistently ignored the fact that it is real
wires, real fibres, real ducts, real leeways, real satellite stations, real mobile
towers, real web servers, and - not to be ignored - real electricity systems
that make all this [cyberspace] possible’!? The quality of all infrastructure,
and not just telecommunications, is a critical source of competitiveness in
an age in which businesses exert a higher degree of choice over where to
locate. It is impossible to quantify the significance of digital infrastructure
relative to other factors (for instance, transport, culture or legal regime), but
it is safe to assume that the absence of high-speed internet access would
now be sufficient to drive many businesses and individuals out of a region.

From a poor start, the UK'’s record on high-speed broadband internet has
improved rapidly in recent years. By summer 2005, the ‘roll-out’ of broad-
band will be nearly complete, such that 99.6 per cent of households will be
able to sign up to broadband should they wish - the highest roll-out level
of any country in the world.2% As a result of being the third most competi-
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tive broadband market in the world, prices have been falling steadily and
take-up has been rising fast during 2004 and 2005.2! In early 2005, thirty-
six per cent of people in the UK had home broadband access, up from only
eleven per cent in 2003, while the Prime Minister made a pledge in his
2004 party conference speech to ‘bring broadband to all who want it" by
2008. The economics mean that for consumers, there is no longer much
price difference between broadband and dial-up access to the internet.

Table 1.1: ICT diffusion in UK population??

Technology Penetration
Home internet access 56%
Home broadband access 36%
Home digital television 57%
Home landline 93%
Individual mobile phone ownership 79%
Broadband availability 99.6%

Businesses, meanwhile, have embraced ICT to a significant extent, and the
Government’s own international benchmarking study shows that British
businesses rank third in the world for ‘ICT sophistication/23 While
around sixty per cent of British people use the internet at some point in
their day-to-day lives, eighty-five of British businesses have some form of
network capability, sixty-five per cent of small and medium enterprises
(SMEs) are connected to the internet and thirty-one per cent actually
trade online.2# There remains a fear that small businesses are struggling to
keep up with the capabilities of large businesses, which is a significant
one, given that one of the capabilities of ICT is the potential to create a
level playing field between large and small businesses. Too often, SMEs
still report that they can’t see the business case for investing in ICT, or
don’t receive sufficient information about it.

The public sector’s digital modernisation agenda has come from two cen-
tral sources. Firstly, the targets set in 2000, to ensure that all public serv-
ices are online by the end of 2005, and secondly, the Gershon review’s
target of achieving 2.5 per cent efficiency savings, largely through back-
office integration. The Government believes that it will come close to
meeting its 2005 target, with nearly ninety per cent of services available
online. In terms of infrastructure, the key difference between the public
and the private sectors is scale, which matters a great deal when it comes
to the delivery of ICT systems.

In the domestic sphere, cost may still represent a critical obstacle in the
spread of internet access, be it dial-up or broadband. In 2003, of those
households earning under £17,500 a year, only twenty-seven per cent had
home internet access, compared to seventy-seven per cent for those earn-
ing over £30,000.2> To counter the threat of a ‘digital divide’, the
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Government set itself the target of putting free internet access within walk-
ing distance of every British citizen by 2005. Thanks to policies such as
UK Online centres, ninety-six per cent of people in the UK are now aware
of somewhere nearby where they can use the internet if they wish.26 A
number of far more local and experimental policies have looked at how
deprived neighbourhoods might be improved through putting broad-
band-enabled PCs in every home (discussed further in Chapter Three).

The good news for the UK is that the digital divide is being tackled head-
on in schools. Since ICT skills were first defined as a core competency by
the Government in 2001, access to technology has grown rapidly, espe-
cially in secondary schools. The number of pupils per computer in sec-
ondary schools has fallen from 7.9 in 2000 to 4.9 in 2004 (against an EU
average of twenty between 2000 and 2002), and ninety-seven per cent of
school pupils are internet users.2? The area identified as one in which the
digital divide could be sustained, is in unequal access to learning technolo-
gies in the home. But thanks to initiatives that help pupils take laptops
home with them, eighty-one per cent of pupils had access to a computer
at home, even if forty per cent of children do not have home internet
access. The Government'’s recent Digital Strategy outlined further plans to
support pupils who don’t have hardware at home.

Critics of the UK’s existing broadband infrastructure argue that it still isn't
fast enough. The Government defines ‘broadband’ as “an always-on service
offering a data rate in excess of 128kbit/s (i.e. not ISDN)’, which makes it
only twice the speed of a conventional dial-up service.?8 In fact, most ISPs
now offer services of one megabit per second (mbit/s) as standard (eight
times the legal definition of ‘broadband’), but this is still dwarfed by stan-
dard speeds of twenty mbit/s in France, or an astonishing fifty mbit/s in
Japan, at the same cost of around £20 a month. Moreover, uploading
speeds in the UK are not nearly as fast as downloading speeds. This means
that while we can receive information at a reasonable rate, we can’t send it
at the same rate, a not insignificant limitation if broadband is to be a gen-
uinely social, peer-to-peer medium, and not simply a ‘content medium’.

From some perspectives, the UK’s successes in distributing broadband
access have concealed severe weaknesses in the quality of the connections
being sold. As BBC journalist, Bill Thompson has written, ‘We should be
careful that we do not let our approach of making do with what we have
got and getting by with slow connections have too much impact on the
wider conversations about what sort of access speeds the world needs.??
The technological counter-argument to this is that ‘compression technolo-
gies’ (software which can shrink data, in order to send it more quickly)
are improving faster than bandwidth is expanding, hence the latter is not
such an urgent concern.
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Social capabilities

A more profound question to both sides of this debate is whether the
number of megabits per second is the right thing to be measuring in the
first place. What counts as ‘fast’ depends entirely on what is being done,
and we can only speculate about what the most valuable uses might be in
the future. The Broadband Stakeholder Group offers a more open-ended,
social definition as ‘always on access, at work, at home or on the move
provided by a range of fixed line, wireless and satellite technologies to
progressively higher bandwidths capable of supporting genuinely new
and innovative interactive content, applications and services and the
delivery of enhanced public services30 The possibility for moving gradually
to higher bandwidth connectivity over time must be a priority, given that
future needs are impossible to determine.

In defence of Britain’s current infrastructure, the cases in which anyone
might find themselves frustrated by current bandwidth levels are still
comparatively rare. If every member of a family is each engaged in some
form of video-based interaction online then that might require five or ten
times current bandwidth levels. Watching a television programme over
the internet may require connections that are four times as fast as the one
mbit/s widely on offer at present. But these are not everyday pursuits as
yet. As various researchers have identified, the fact that broadband is
‘always on’ is currently a more socially significant feature than the relative
speeds involved.3!

Indeed, beyond the convenience of broadband, relative to dial-up, scep-
tics might well wonder what its social purpose is at all. A recent British
survey found that the most popular reason for signing up to broadband is
downloading music (thirty-three per cent), while the second most popu-
lar is ‘adult services’ (twenty-five per cent).32 Given that the majority of
the former is still thought to be illegal, while the latter speaks for itself,
this raises questions as to whether policy-makers ought to be celebrating
this technology to the extent that they have done. In fairness to broad-
band users, they may not have a ‘reason’ for signing up for broadband
any more than one has a ‘reason’ to own a bicycle, hence the survey is
skewed by a few obviously data-rich activities. But we are entitled to ask
what precisely will be sent through these pipes over which so much fuss
is made.

For instance, the assumption that home broadband access translates into
lifelong learning may well be misguided. British sociologist Neil Selwyn has
found that educational use of the internet is far lower than policy-makers
would like to think, and that where learning does occur, it is most com-
monly focused on ICT use itself. Where adults were using home computers
for other forms of learning, it tended to be as a supplement to offline learn-
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ing that they were involved with anyway.33 Even inside schools, Ofsted has
noted that few schools as yet make significant use of applications that
specifically require broadband/3* Meanwhile, despite the Government’s
valiant efforts at placing all public services online by the end of 2005, little
over half of internet users have ever looked at a government website, and a
minority of these have ever transacted with government online.

These issues are partly related to levels of ICT skills across society.
Research by the Cabinet Office suggests that despite nearly two thirds of
the population being users of the internet, only around a half of these are
‘digital transactors’, that is, the sort of people who are comfortable using
sites like eBay, e-commerce sites or interactive government websites.
Informal technical support is also an important precondition of successful
ICT use, and this is only patchily distributed.3> This may inhibit the con-
venience of using the internet as an alternative to other channels (such as
the telephone), plus it potentially disadvantages people in labour markets.
A Digital Manifesto paper by Anna van Zoest indicated that, although a
very small minority of jobs are advertised as requiring ICT skills, there
remains a significant mismatch between the requirements of employers
and the typical ICT skills of applicants.3¢

On the other hand, lack of engagement with ICT cannot be explained
simply in terms of access and skills. It is becoming increasingly clear that
it is a social, economic and cultural phenomenon, relating to motivation,
confidence, assistance and the type of content available on the internet.3?
In late 2004, around forty per cent of people in the UK rarely or never
used the internet, and the dominant reason for this is ‘lack of interest’.38
Analogously, small businesses that don’t use ICTs of one sort or another
commonly report that they don't see the business case for doing so. The
economic barriers to internet use are real, but it is patronising to non-
users to ignore or disbelieve their stated lack of interest in the internet. A
more dominant supply-side problem is in the delivery of content that
people want online, and not so much in the supply of hardware. And if
there is a demand-side problem, it lies in the informal networks of tech-
nological support that people need in order to first adopt ICT, and then
become adept at using it.

There is no reason why computers should be voluntarily adopted for pro-
ductive purposes, any more than any other technology should. The spread
of literacy in the nineteenth and twentieth centuries did not lead to a soci-
ety of novelists or freelance journalists, although it did have an impact on
the labour market. The same is currently true with digital technology: only
a small minority of people are exploiting the technology to the full, while
a large number engage with it only as a necessary means of gaining
employment and performing specific tasks. Selwyn'’s research indicates
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that the task of transforming learning through ICT is a huge challenge,
which may have only just begun.

The first conclusion to be drawn from the above is that quality, legal
broadband content isn't being produced to encourage uptake of the tech-
nology. Apple’s iTunes may represent the sort of business model through
which broadband can attain social functions that don't infringe on intel-
lectual property, and the Government has recently pledged to encourage
‘innovative broadband content’3? But a differing perspective suggests that
networked technologies will only be embraced in order to put them to
network-oriented, social uses. The internet, many argue, has far more in
common with a telephone than with a television, meaning that neither
government nor industry can have very much influence over the ‘content’
that flows down it.

Economic benefits

In order to capture the economic benefits of ICT, we have to be sure that
we are looking in the right place for them. For instance, certain economic
gains will only manifest themselves at a sector or firm level. Equally, we
have to be alert to the fact that some types of return on investment may
not accrue to the investor — e-government investment, for instance, may
improve public services for the citizen, rather than streamline them for
the supplier. Earlier on, we identified four discrete areas where ICT can
produce economic benefits. We now examine UK evidence in each.

The ICT industry itself: After the US and Japan, the UK creates the third
highest number of ICT jobs in the world.49 Half a million jobs are in
electronics, and productivity growth within the ICT sector has tended to
be unusually high in the UK. Figures from the IMF show that between
1995 and 2001, labour productivity in the UK’s ICT-producing sector grew
by eight per cent, compared to 1.9 per cent for its ICT-using sector and 1.7
per cent overall.#! These figures are comparable to those in the US, indi-
cating that the UK lags in the implementation of ICT but not in the pro-
duction of it. Like the US in the mid-1990s, most European countries still
struggle to extract productivity gains from their ICT investment, but bene-
fit from the productivity of high-tech industries themselves. This is a very
significant piece of evidence that Britain’s ICT industry could do much
more to celebrate.

Organisational productivity: Seeking a direct correlation between investment
in technology and productivity gains has turned out to be a fruitless
quest, although this does not mean that ICT is not a factor in productivity
improvements. British labour productivity growth has increased margin-
ally since 1997 (from 2.05 per cent to 2.44 per cent), and is very slowing
catching up with its major rivals.#2 However, the sources of productivity
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can never be easily located; even in the US, where there was a marked
upturn in productivity growth in 1995, economists cannot reach any
agreement over precisely what led to this. Some argue that productivity
gains are caused by scientific innovations that take place several decades
prior.43 On the other hand, firm-level productivity gains do seem to correlate
to investment in technology where it is accompanied by managerial innova-
tion.** More subjectively speaking, a large majority of managers them-
selves report that broadband has yielded quantifiable productivity
increases in their organisation.4>

To repeat the point, ICT is a necessary-but-not-sufficient condition of pro-
ductivity growth. It must be accompanied by social innovation, and only
twenty-three per cent of British businesses say that they adapt to new tech-
nologies with ease, a level that is far lower than that of international com-
petitors.#® Tackling this international discrepancy should now be the high-
est priority for Government and industry.

The public sector accounts for fifty-five per cent of the market for ICT serv-
ices and systems in the UK. Following the Gershon review, the public sec-
tor in the UK is embarking on a hugely ambitious attempt to raise its pro-
ductivity levels through exploiting ICT and new managerial structures.
Gershon set a target of £21.5 billion of efficiency savings to be made
across the public sector through technological and managerial innovation.
Whitehall departments are already indicating that they may do better than
this, while research in 2004 showed that six local e-government projects
had yielded £300 million in cost savings between them.4? Yet firm evi-
dence that e-government leads to net cost reductions is still lacking,
indeed modelling by Kablenet suggests that at no point in the next decade
will efficiency savings outstrip the cost of e-government.*8 It may be that
where productivity does increase in the public sector, it is in increased
government output, and this is a notoriously slippery entity to measure.

Learning support: The priority of dispersing the uptake of ICTs - ‘digital
inclusion’ - is primarily an educational one. More ubiquitous digital tech-
nologies mean that learning can become part of our day-to-day lives, not
just in educational institutions, but at home. Britain has a historic prob-
lem of polarisation between the most and least educated, with little voca-
tional training in between - 7.8 million people have either low or no
skills, but forty per cent of people attend university.#? This inequality is
not just an injustice; it represents underinvestment in human capital, one
of the factors in Britain’s poor productivity performance.

But are computers helping? One very extensive study, covering 100,000
children from around the world, found that those who had computers at
home performed less well (taking account of other variables) than those
who didn't.>9 The report suggested that ‘This may reflect the fact that com-
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puters at home may actually distract students from learning, both because
learning with computers may not be the most efficient way of learning
and because computers can be used for other aims than learning’ Yet it
makes no more sense to suggest that computers inhibit learning than to
say that they automatically reinforce it. The question is what content is
available, how people are using it and how they are being supported in
doing so. The British Educational Communications and Technology
Agency (Becta) recognises that evidence linking ICT usage to educational
outcome is lacking at present, indeed this relationship may not be prov-
able at all. That said, the Government is developing a body of research to
indicate the positive role of ICT in pupil performance, which it believes
can be equivalent to half a GCSE grade.”!

New market structures: British people show themselves to be highly innova-
tive when it comes to their behaviour as consumers, but less so as produc-
ers. Online shopping, banking and trading have risen fast in the UK, with
fifty-five per cent of internet users regularly buying goods, tickets or serv-
ices online.>2 eBay has close to ten million registered users in the UK. The
internet enables new, more efficient intermediaries (such as online search
engines), so that old, less efficient intermediaries (such as high streets) can
be bypassed if we wish. Moreover, e-commerce markets are more competi-
tive and more demand-driven than traditional markets, because the con-
sumer has greater ability to compare prices and to choose. One heady esti-
mate suggests that by 2009, twenty-five per cent of all shopping will be
done over the internet.>3 As already indicated, the benefits of the internet
to consumers, be it in the public or private sector, do not often show up in
economic evidence, but it is here that those benefits may be strongest.

As producers, however, British people have changed remarkably little over
the past twenty years. Many observers expected ICT to alter employment
fundamentally, such that labour would become sold in an increasingly ad
hoc fashion. Freelancing, geographic mobility, small businesses and flexi-
bility would all increase, as the inefficiency of organising people into
firms would gradually be overcome. Barely any of this has happened: job
tenure is rising and organisations are growing larger.>* The only signifi-
cant changes of recent years have been towards family-friendly forms of
employment flexibility (in contrast to employer-friendly flexibility) and
teleworking. The Government gave employees a formal right to request
flexible working practices in 2003, and fourteen per cent have made such
requests (usually for part-time or flexitime work) and eighty-one per cent
of these were accepted.>> Meanwhile, around two million people in the
UK work from home at least once a week.

But ultimately, none of the above indicators touches on the core issue of
innovation, and here Britain's efforts to develop a New Economy still
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struggle. Networks between universities and small businesses need to be
stronger, with better intellectual property structures to support the interface
between public institutions and the marketplace. By most measures, UK
businesses — and especially SMEs - are underperforming in their efforts to
translate ideas and research into products and services. Patenting levels are
too low, and many SMEs fear that the law does not work sufficiently in
their favour anyhow. The technology is in place to enable new structures
for knowledge-based and creative industries, but the business landscape
remains fairly familiar. This, of course, is a choice a society is entitled to
take, but many believe that it is hampering the competitiveness of the UK.

From economic benefits to utility?

As a coda to the above presentation of evidence, it is worth questioning
whether conventional economic indicators capture any of the more
profound shifts that ICT may be enabling in our society. Economists
themselves have recognised that many of the benefits of ICT investment
are experienced by consumers and not by the suppliers that make that
investment.”® If e-government investment, for instance, is analysed purely
according to the criteria of efficiency, it will look like bad value for money,
which is why a previous ippr publication made the case for a “‘public value’
test to be put in place when evaluating e-government investment.>” An
alternative option was outlined at a Digital Manifesto seminar by Michelle
D’Auray, former CIO in the Canadian government. D’Auray explained how
the 2001 Canadian e-government plan had set itself a target of improving
user satisfaction by ten per cent, which sits in stark contrast to the British
equivalent, which was to simply get all services online by 2005.>8

Given the amounts being spent on ICT in both public and private sectors,
it is reasonable for anyone to ask what the return on that investment has
been. However, it is equally reasonable to insist that the measurement is a
meaningful one. At present, it is very easy to find statistics on which coun-
try in the world has the most infrastructure, which country in the world
registers the most patents, or how many people are shopping online. But
there may be other highly beneficial (or malign) outcomes that are going
unnoticed or are, at least, not quantified so vigorously.

For one thing, the benefits of ICT investment may accrue chiefly to the cus-
tomers and not the suppliers. But for another, there may be more profound
forms of innovation going on (or not) under our noses that society ought to
try and pursue as an ethical compulsion. Our concept of return on invest-
ment should include the number of elderly people who live alone and rely
on ICT for social contact and support; the amount of CO, emissions that are
prevented by ICT-enabled home working every year;>® and the number of
disabled people whose access to labour markets is dependent on ICT as an

18  MODERNISING WITH PURPOSE: A MANIFESTO FOR A DIGITAL BRITAIN | IPPR



enabling technology. Not all forms of utility can be captured as conveniently
as economic forms, but academics, industry and governments must continue
their work in developing new metrics in such areas.

Principles of intervention

The political and economic imperative currently facing the UK is to start
extracting better returns on years of technological investment. Spending
on ICT over the years has been high, and in many circumstances - espe-
cially the public sector — employees, customers and citizens have grown
weary of constant technological innovation, when it isn’t matched by tan-
gible improvements in outcome. The reasons these improvements have
been lacking are invariably social: poor skills, poor understanding, poor
management and so on. This, fundamentally, is where government’s
responsibility lies, and it is vital for prosperity and value for money in
public services. As the growth economist Nick Crafts puts it, ‘the chief
focus of a policy to strengthen long-run growth performance should be to
address market failures which weaken “social capability” rather than to
subsidise routine investment.®® Many of the key challenges here are in
fact occurring outside of the scope of this report, in classrooms, offices
and colleges. But, as far as Government’s modernising role is concerned,
we offer the following principles of intervention.

Principle 1: All spending on ICT should be bundled together with spending on
relevant social support

When it comes to transforming processes through digital technology, the
best default assumption is that it is useless until proven otherwise. Be it
in the realm of knowledge management, e-government or e-commerce,
the most effective way of improving a service is to design a new process,
and then to ask which bits of it cannot be achieved without technology.
From some perspectives, it is absurd how much investment has been
made in new technologies, given how little innovation in processes has
occurred which actually requires ICT. The difficulty has been that techno-
logical innovation is tangible and looks like a solution, whereas social
innovation (in management and training) is intangible and looks like a
problem. It is absolutely essential that large organisations cease to view
ICT as a form of innovation in its own right, and start to place it - and
cost it — in its appropriate social context.

Principle 2: Networked technologies rely on networked management structures
The successes and failures of implementing ICT towards improved service
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delivery are all, ultimately, managerial. Technological failures do occur,
and in the public sector these can become high-profile disasters, but dig
deep enough and a managerial failure has occurred somewhere further
upstream. But for organisations - especially large and long-standing ones
- to extract the connecting benefits of ICT, they have two main options.
Either they must learn to co-operate effectively with the network of other
stakeholders in the system, or they must rebuild themselves in ways capa-
ble of governing cross-cutting infrastructure.

Adapting conventional bureaucratic structures to support the governance
of networked communication systems is the single greatest managerial
challenge facing large organisations. This has been true for twenty years,
and remains so. It is easy to berate sluggish parts of Government by pointing
to high profile success stories, such as Easyjet, Amazon or (for a public
sector example) London’s congestion charge. But it is significant that such
examples involve the creation of new services or businesses, and not the
transformation of existing ones. The latter is a far tougher challenge.
Experimentation with new organisational and risk-sharing structures is
required, such as Liverpool Direct, the joint venture between Liverpool
City Council and BT. Creating dialogue between ICT experts themselves,
as occurs with the Whitehall CIO Council, is another important technique
for supporting horizontal information flows, and sharing of responsibility.

Principle 3: Measure the ends not just the means

For at least the past five years, Government and consultancy organisations
have embraced techno-centric benchmarks and targets. The 2005 e-govern-
ment targets in the UK focused on whether or not services were online,
rather than on whether they were improving. Benchmarking analyses,
such as the ‘e-readiness’ analysis cited earlier, give a good depiction of
how equipped a country is, but not of how successful it is in actually pur-
suing its goals. Similarly, the Gershon agenda has focused on slimming
down the mechanisms of government. And while it has been implicit in
this that resources would be released to the ‘front line’, the question of
what constitutes the purpose of the front line is addressed elsewhere
entirely - in the Atkinson review of how government outputs are meas-
ured. Means are far easier to measure than ends, but industry, consultants
and governments need to consider how they could do better at bench-
marking their outputs, and not just their inputs.

Other than the ICT industry itself (which obviously benefits from strong
demand for new infrastructure), it is not clear that UK business has bene-
fited from the constant focus on quantitative measures of technological
equipment. The speed and ubiquity of connectivity is only very tangentially
related to productivity, and arguably of far less significance than manage-
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ment capabilities and skills. For this reason, we suggest that the concept of
the 'knowledge economy’ be broken down into the more meaningful cate-
gories outlined earlier. ‘The ICT industry itself, ‘organisational productivity’,
‘learning support’ and ‘new market structures’ are independent areas where
ICT can improve outcomes. We should look for these outcomes in the
appropriate places, rather than sit in awe of the technology itself, which is
now too ubiquitous to be worthy of study in its own right.

Principle 4: Knowledge and art are cultural as well as economic resources
Creative industries account for 8.1 per cent of UK GDP and 1.9 million
British jobs. Meanwhile, the proportion of GDP created by service industries
has risen from just over half in the early 1980s, to nearly three quarters
today. To protect the fruits of this production, the Government has recently,
and rightly, restated its commitment to a robust intellectual property regime,
as a factor in the competitiveness of the UK economy. It has also pledged to
investigate the role of copyright in the digital age, and use its Presidency of
the EU to look at possibilities for reform. Clearly the Government is keen to
ensure that incentives to commercialise research and ideas are as high as can
be, given the low patenting rate of UK businesses.

However, it is also worth considering the qualitative aspects of intellectual
property (IP) and learning in the UK, not so as to weaken IP protections
or the training needs of the economy, but so as to ensure that they fit
with the expectations that citizens, pupils and researchers have of the role
of knowledge in their day-to-day lives. The 'knowledge economy’ agenda
should not be forcibly pushed through all of the multiple areas of British
society which it implicates. For instance, Neil Selwyn'’s research shows
that digital inclusion will not be achieved only as an educational agenda;
stronger incentives or targets alone do not appear to increase the innova-
tive capacity of UK organisations; and academics will rightly resist
attempts to commercialise their environments too heavily. Perhaps the
single most important challenge in improving the competitiveness of the
UK economy, is how to form better bridges between creative industries
and the marketplace, and between scientific research and the marketplace.
To achieve this, artists and academics are told that they need to learn
greater commercial skills, but bridging the gap would require businesses
and venture capitalists to meet them half way.

Principle 5: The digital divide is a symptom of economic inequality, not a cause
Since the concept of the ‘digital divide’ was first popularised by the US
Democratic Party in the mid 1990s, it has played a crucial role in alerting
policy-makers and industry to the potential injustices of the digital age.
The point was raised that we may now have the technological capability
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to make information and educational resources abundant, but there
remains the danger of carrying traditional inequalities into this new age.
The vision was a subtly utopian one: the presumption was that ICT might
create a more egalitarian society, should we use it correctly.

Policy responses to the digital divide have often been misguided by this
utopianism. Early experiments such as the Wired Up Communities
Initiative gave broadband-connected PCs to a large number of deprived
families in the UK, only to discover that they were not used due to lack of
interest and confidence. The important realisation has now been made
that the digital divide is a symptom of economic inequality, and not a
cause, and hence exclusion from technological networks tends to go hand
in hand with a variety of other forms of exclusion. These include: low
skills; lack of confidence in ICT use and general literacy; lack of informal
technical support (i.e. friends and family with good skills); and lack of
social reasons to use ICT (e.g. if one’s peers are not using email, for
instance, then that removes much of the incentive to use it). For these rea-
sons, it is not helpful to carry on viewing the digital divide in isolation
from other forms of exclusion.

Yet it is worth noting that cost of telecommunications does not represent
the biggest barrier to usage. Low-income households spend only £6 less
per month on communications technology than the UK average, but are
still less likely to have home internet access. Equally, age remains the
biggest determinant of whether someone is likely to use ICT. What we
need to assess is when access to technology ceases to be a consumer good,
and becomes some form of civic entitlement, as will be discussed in
Chapter Three.
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2. Delineation: restoring checks
and balances

The benefits of digital modernisation, as outlined in the previous chapter,
stem from a number of fundamental capabilities that ICT offers our soci-
ety and its institutions. Technologically speaking these would be too
numerous to summarise, but socially speaking they are really quite sim-
ple: ICT offers unprecedented opportunities to integrate different spheres
of communication, and to memorise information. The very word ‘digital’
refers to the binary format of 1s and 0s, which virtually any type of infor-
mation or artistic content can now be converted into. And once it has
been digitised in this manner, the opportunities both to share it and to
store it are increased quite dramatically. Aside from the specific forms of
wealth or utility that this might lead to, this raises new ethical and political
questions, many of which implicate government.

As digital technology becomes more pervasive in society, it gradually
inverts a number of dilemmas. Where once we had to choose to share
information, we increasingly have to choose not to. Where once we had
to choose to store information, again, we increasingly have to choose not
to. Moreover, where technological failures or accidents might once have
prevented us from sharing information as we had intended, today they
might also induce us to store or share information against our intentions.
In a digital society we have to work equally hard in our efforts to defend
or delete private information as we do in our efforts to disseminate pub-
lic information.

Like any era of technological modernisation, our current one creates new
threats and risks, even when the technology is at its most effective. In fact,
we might go further than this: very often, technological modernisation
creates new threats and risks especially when it is at its most effective. At its
height, the industrial revolution created unforeseen pollution and new
health hazards, to the point where average life expectancy fell during cer-
tain parts of the nineteenth century. As television grew in popularity
through the late twentieth century, there is some evidence to suggest that
it led to an unwanted reduction in valuable and useful social connec-
tions.®! When a technology starts to be used on a much wider scale, side
effects arise that were not foreseen in its original design — what are known
as ‘emergent properties. Emergent properties are not small problems that
can be ‘ironed out’ through slightly better design of the tool itself, in the
same way that a poorly-located gear stick can be repositioned when a car
is redesigned, but are a symptom of society-wide take-up of a technology.
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Emergent properties are not automatically good or bad, but they should
be recognised as an inescapable aspect of widespread technological mod-
ernisation. One thing that it is critical to realise is that they can’t be either
improved or controlled purely through unleashing further technological
modernisation. Only political intervention can restore appropriate collective
control. There is no innovation that can be made to a television set that
will encourage people to turn it off and go and take part in civic activities.
Likewise, science and technology may have been part of the solution to
the pollution and health risks of the industrial revolution, but the birth of
the welfare state and environmental movement were the political artifices
on which they rested. Society copes with and exploits modernisation
through stipulating its limits; the alternative is a model of innovation that
escapes collective control.

We should therefore acknowledge the following two things. Firstly, that
the primary capabilities of digital technology are to share and store infor-
mation with unprecedented ease, and that there are limits to the useful-
ness of these functions. Secondly, that when a technology becomes used
on a large enough scale, the consequences are unlikely to be quite as the
technicians, designers or users intend, but nor can they simply be
designed out. Combining these two points into one, it is clear that digital
modernisation involves opening up a whole range of undesirable types of
connectivity, which no amount of additional modernisation alone will
protect us from. Spam, viruses, e-crime, loss of privacy or loss of intimacy
are all made possible through precisely the same technological functions
that deliver the benefits outlined in the previous chapter. As we strive
harder to realise those benefits through greater modernisation, so the like-
lihood of these emergent properties and new security threats will increase.

Society has two possible responses to this, both of which are investigated
in this chapter. The first is to construct new legal frameworks that set the
terms and conditions of technological development, thus ensuring that it
remains the servant of democratic choice, rather than vice versa. In today’s
environment, this partly means ensuring that the law is adequate to cope
with a society with rapidly increasing capacity to share and store informa-
tion. But it also means updating the constitution to ensure that the
Government’s own modernisation programme is effectively steered and
constrained by a set of legal principles, and isn’t allowed to be led by
pragmatic concerns and customer satisfaction alone.

The second response is to develop a shared know-how or etiquette that
anchors people to technological change, and ensures that enduring cul-
tural norms are protected. Once again, increased interconnectedness rep-
resents threats as well as opportunities, and occasionally has to be deliber-
ately constrained, as when we turn a mobile phone off at the beginning of
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a meeting. Part of this is a question of what's called ‘media literacy’, but it
extends further than that to include a sophisticated awareness of the ben-
efits and perils of ubiquitous ICT, so as to uphold stability and dignity in
the face of it.

Too often the current policy-making environment underestimates the
value of these norms and frameworks. This value should be understood
as follows: while governments are right to evaluate policy in terms of out-
come (such as the outcomes discussed in the previous chapter), they will
come unstuck if they seek always to justify their actions on outcome
alone. Certain outcomes can’t be controlled or won’t be expected. A phi-
losophy that states ‘the ends justifies the means’ - utilitarianism - may
provide a useful way of taking ad hoc policy decisions on a day-to-day
basis. But without a clear, a priori commitment to certain social and con-
stitutional rules, the constant possibility of harmful unintended conse-
quences threatens to undermine that policy programme. More than that,
it will threaten the legitimacy of any government that asks to be judged
on outcome alone, on those very terms that they have asked to be judged.
For this reason, it is politically prudent to balance ad hoc policy evalua-
tion against more rigid, potentially constraining commitments to certain
processes and norms, which will, in the long run, serve government and
society well.

Why this matters: the relative merits of privacy

Privacy is always a question of balance. Although the right to privacy is
enshrined in the European Convention on Human Rights, this does not
imply that there can ever be an entirely unbreakable line drawn around
the private realm, but simply that the question of appropriate balance
should remain a live one. If, as argued above, ICT’s fundamental capabil-
ity is to allow vastly easier storing and sharing of information, privacy
rights represent the moral and legal limits around this capability, and
must therefore sit centre stage in any debate about the politics of the digi-
tal age. Privacy is to digitisation what environmental protections are to
industrialisation, or planning restrictions are to urbanisation. One does
not have to be a fundamentalist to be an environmentalist or planning
officer, one simply needs to believe in the entitlement of democracies to
regulate their own technological capabilities.

This is not to say that technologies themselves have nothing to contribute
to the way in which we regulate and control digital infrastructure, far
from it. Encryption technologies can be used to protect privacy with con-
siderable care and subtlety, while there are plentiful situations where ICTs
are used to improve public services or protect public spaces, without this
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automatically representing an infringement of privacy.®2 There is not a
zero sum game between privacy and progress, in fact, developing robust
laws and structures to protect privacy should be viewed as constitutive of
progress into a more technologically-equipped age. Ideally, systems can be
designed in ways that not only work within constitutional norms, but
strengthen them. However, for this to happen, it is critical that defenders
of the constitution enter effective dialogue with technicians, and offer
them clear guidance.

We have argued that privacy is always a question of balance, which means
that changing circumstances can lead to a redrawing of that balance. A
comprehensive investigation of this question would cover a very wide
array of cultural factors, but as far as digital technology and government
are concerned, it is worth reviewing two in particular. Firstly, changes in
the international and domestic security environment increase the desire of
police and intelligence agencies to use surveillance technologies, which is
very often welcomed by both government and the public. Secondly, an
ever more customer-centric culture, engendered by service industries and
retailers, applies pressure on a wide range of organisations to profile their
users better, and personalise their services for the customer’s’ benefit. This
applies in the public and private sector. As we will now investigate, these
are areas where there often are zero sum games, and an increase in secu-
rity or personalisation will often represent a decrease in privacy.

Safety

The ‘war on terror’ has dramatically highlighted the need for governments
to retain control over information, in a manner that almost looked out-
moded in the 1990s. Not only do governments now claim an entitlement
to collect information with impunity, and to do so in secrecy; they argue
that their reasons for doing so must remain secret, if they are to succeed
in annulling the alleged threat. The proposal to introduce a national iden-
tity card containing three biometric identifiers, in tandem with a national
identity register, demands that citizens trade an element of privacy for
increased security, but without offering them a clear evidence base from
which to assess the benefits of doing so. Other anti-terror measures, such
as a cross-departmental intelligence project known as SCOPE, also seek to
integrate data inside government to pursue anti-terror objectives.

Research shows that around seventy per cent of British people are ‘con-
cerned’ or ‘very concerned’ about national security, yet the identical pro-
portion are ‘concerned’ or ‘very concerned’ about protecting people’s per-
sonal information.®3 A collective ambivalence towards surveillance is
clear, but the security situation now affecting the West means that rational
dialogue on the topic between governments and citizens has become vir-
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tually impossible, leading to some of the problems in public discourse
discussed in the next chapter.

Aside from the headline-grabbing issue of terrorism, new surveillance
technologies are critical to tackling more day-to-day crime. Closed circuit
television (CCTV) seems to be a popular way of cutting crime and
increasing a sense of safety. Thanks to £340 million of public money
spent on cameras between 1999 and 2003, Britain now possesses more
CCTV cameras per head of the population (one camera for every fourteen
people) than any other country in the world, or ten per cent of the
world’s total stock of CCTV cameras.’® In 2004, the Government
announced that Global Positioning System technology would soon be
used to monitor persistent offenders. Speed cameras on roads are another
very obvious way in which digital technology is being used by the govern-
ment to influence our behaviour.

The severity of a crime inevitably strengthens the government’s argument
for surveillance. The 2004 Children’s Act gave government the power to
establish a database for the country’s eleven million children, each being
given a unique identifying number so that professionals, such as doctors
and social workers, can highlight children they believe may be in danger.
Meanwhile, the Bichard Inquiry into police failures surrounding the 2002
Soham murders, has recommended a national police intelligence system
for England and Wales, as the centrepiece of a programme to join up
regional police forces more effectively.®>

All of these examples position technological innovation as the path to
greater security, whereas it is often quite the opposite. Bruce Schneier, one
of the world’s foremost security experts, argues that ‘technology will con-
tinue to alter the balance between attacker and defender, at an ever-
increasing pace. And technology will generally favour the attacker, with
the defender playing catch-up.® Schneier’s point is that increasing com-
plexity of technological systems makes it ever easier for small-scale attacks
to wreak significant damage. New threats emerge, veering between irrita-
tions, such as spam, through costly vandalism, such as viruses, up to
large-scale criminal acts. A new technological system such as an identity
register should not only be designed with such threats in mind, the
threats should influence the question of whether the technological system
is worth building in the first place. As we will explore in a moment, a
number of security threats can be alleviated by putting privacy centre
stage, rather than viewing it as an unhelpful hindrance to surveillance.

Optimal security in the digital age involves treading a judicious path

between excessive complexity and inadequate surveillance. Lack of data-
sharing or surveillance results in crimes, often serious ones, that are pre-
ventable. On the other hand, security services can collect too much data,
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creating new and unnecessary risks. If a government attempts to justify its
surveillance activities through pointing to one or two isolated incidents
that could have been prevented by higher surveillance, its opponents can
just as easily criticise those activities by pointing to one or two isolated
security breaches that would not have happened if data had been handled
in a less complex fashion. As Table 2.1 depicts, surveillance strategies can
err in either direction. The argument made in this chapter is that the
Government is best off not attempting to develop security strategies in a
post facto reactive fashion, but to do so on the basis of an established, con-
stitutional fashion.

Table 2.1: Trade-off between security threats and complexity

Risk
e
\

Inadequate Optimum Excessive
surveillance complexity

Joined-up government

The second value that we need to factor in is the possibility to improve
services through ‘joining them up’ and ‘personalising’ them. Digital tech-
nologies enable organisations (including public sector agencies) to speak
to an audience of one: to remember them from one interaction to the
next, to develop a subtle profile of them automatically, and to treat them
as a unique individual. When booking an airline ticket, for instance, it can
be frustrating if the company doesn’t seem to know that you have already
used them several times before. By contrast, it is very convenient if an
annual insurance policy can be updated automatically, and one’s account
debited without having to fill in forms all over again. Somewhat more
controversially, loyalty cards now exploit digital capabilities to target
appropriate offers at specific shoppers. Data-protection legislation states
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that consumers must always consent to having their data shared, but
some consumers would gladly trade off this degree of privacy in order to
have an easier life.

In the 1990s, the phrase ‘joined-up government’ entered policy parlance,
as a model of successful co-operation between separate government
departments. Public services, it was argued, could be improved if the strict
boundaries between bureaucracies were dissolved, something which ICT
seems uniquely equipped to enable. For this reason, a higher level of hor-
izontal information flows - or data-sharing - is the path to a more intelli-
gent government. Following on closely from this came the notion of ‘per-
sonalisation” of public services. According to proponents of personalisa-
tion, departments should not only co-operate better, they should share
data in order to tailor services for specific needs of certain user groups.

Besides better customer service for the majority, the joining-up of services
can produce better risk management when dealing with vulnerable
minorities. The Labour Government’s dedication to tackling social exclu-
sion has been an important motivation for data-sharing, with policies
such as the Integrated Children’s System being driven by the belief that
‘no single agency can be responsible for meeting the needs of all children
and families/®7 Threats can be anticipated, so that protection or treatment
can be given to individuals who need it the most, even if they themselves
are not aware of this. This represents either far better targeting of public
services, or else the merging of public services with surveillance regimes,
depending on one’s point of view.

The personalisation agenda often tends, implicitly or explicitly, to model
public service reform around successes in the private sector. However, the
public sector has two primary characteristics that the private sector lacks.
Firstly, although citizens can vote for which political party they would
like to run the country, they cannot choose whether to ‘use’ government
in the way that they can choose whether to ‘use’ a business. Many interac-
tions with the State, such as paying tax or revealing one’s identity at
national borders, are obligatory, and therefore one cannot assume that
citizens will trade off privacy for improved service. They must have the
right to choose a less “user-centric’ service, as a means of giving away less
data. This is because they don’t have the option of choosing an entirely
different service supplier, in the way that customers do.

Secondly, government is far larger and more complicated than any single
business, and the range of services it supplies is far broader. With a few
exceptions, businesses are only regulated in the way that they either retain
data, or share it with other businesses; they are not regulated in the way
that they share it between their departments.®8 But government, on the
other hand, consists of revenue collectors, service suppliers, regulators,
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law enforcers, and overseas diplomats. It would be entirely inappropriate
for individuals to voluntarily give data to one bit of government, and for
it to be automatically available to another. It is regularly pointed out that
privacy concerns do not register very highly in the British psyche, but this
is partly because we have data-protection legislation protecting us from
government and other organisations.

Nevertheless, the opportunity to improve the experience and efficacy of
public services through ICT is a real one. There are already areas in which
integration of departments offers immediate efficiency savings and more
integrated services. With the DirectGov portal, citizens can now access
government as a single online entity, and not have to work out which bit
of Whitehall is responsible for their particular concern. We would hope
that personalisation in service delivery ought to improve as a result of the
National Programme for IT in the NHS. A variety of policy and technical
innovations are required before fully joined-up services become a reality.
Firstly, mechanisms to ensure that data can be easily shared, with the
citizen’s consent, still need to be developed further despite the early success
of the ‘government gateway’ portal. Secondly, e-government lacks an
authentication mechanism through which individuals could gain secure
access to services online. With such mechanisms and protocols, person-
alised, transactional services, will become a reality.

Privacy

The third and final value that needs to be weighed up is that of privacy itself.
We need to consider two separate aspects to privacy, which correspond to the
two primary capabilities of ICT outlined at the beginning of this chapter.
Firstly, there is the question of how much privacy can be collected and
potentially retained. Secondly, there is the question of what use this is then
put to, and who else has access to it. Attitudes towards privacy differ consid-
erably in respect of each. For instance, I am unlikely to care about a tourist
capturing my face digitally in one of their holiday photos, on the basis that
there is little conceivable motivation for them to have done so deliberately.
On the other hand, CCTV poses a threat to privacy when its purpose is ill-
defined, and those accessing its pictures are not specified.

The problem with privacy is often that it only exists through the norms,
laws and agents which defend it. It doesn’t show up on the spreadsheets
of the evidence-based policy-makers, and to some extent this has led to it
becoming associated with libertarians, at least in political circles. As
Conor Gearty, a Professor in Human Rights Law, puts it, ‘the protection of
civil liberties has become the work of a lobby, not the duty of the entire
citizenry, and a lobby moreover whose claim to act on behalf of the whole
of society is not shared by this wider audience; indeed the general public
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are far more likely to see the civil liberties crowd less as the defenders of
their own freedom and more as the shop stewards of thieves, terrorists,
and “fat cat” lawyers’® Privacy arguments are not entirely dependent on
‘universalist’, rights-based claims, but they are substantially weakened
without them.

Defenders of Britain’s expanding surveillance infrastructure will argue that
that it is harmless, as long as you don't have something to hide. What
mainstream political discourse seems to have lost sight of is the entitlement
to have something to hide. As a result, the privacy lobby is seen as
defending the rights of paedophiles and terrorists, as if a moral principle
were entirely reducible to the interests of those that benefit from it most.
The alternative argument, as given for identity cards for instance, is that
these policies would only by harmful in the hands of a totalitarian gov-
ernment, but that British governments are benign.”? This seems to pre-
suppose that totalitarian governments happily declare their own evil, and
that their citizens wander around their day-to-day lives in a state of abject
misery and terror. Once again, this deeply pragmatist point of view mis-
understands that the difference between good and bad politics is not only
explicable in terms of outcome, but in terms of principle, indeed it mis-
understands that only principle can ever guarantee limits on possible out-
comes. Occasionally, politics forces us to defend or oppose political
regimes, without recourse to evidence of outcomes.

Yet the current political climate in the UK is hostile to this sort of argu-
ment, and so it is also necessary to give more pragmatic reasons why this
value is important. Successful defence of privacy also offers us protection
from at least three different threats. Firstly, there are the criminals who
can infiltrate our private lives, steal our money or our identities, corrupt
our computers, or simply flood us with unwanted spam. Secondly, there
are the accidents that occur, where personal data is released by an organi-
sation, or privacy is lost between peers. Finally, there are generally law-
abiding organisations, in the public and private sectors, who might not
abide by the rules as much as we might like to think. It may be that they
become lazy and share data in a far more relaxed way than is strictly
legal, or that criminals infiltrate them from the inside.

The risk from insider attack is perhaps the worst of all, because the organ-
isation cannot function without trusting them, and its leaders will be
reluctant to question internal practices should something go wrong. As
Schneier puts it, ‘automation makes individual attackers, once they've
perfected a break, much more dangerous.”! For instance, a national chil-
dren’s database will not necessarily protect children from those profes-
sionals who themselves have access to it. Worse, it could provide a false
sense of security where internal threats don’t show up in the data.
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On the face of it, these might seem like security threats, and to an extent
they are. But it is impossible to tackle them seriously unless privacy is
viewed as a right in the first place, given that privacy invasions can often
be the first step towards far more significant crime. A society that
embraces collection and sharing of information without reservation will
find itself constantly firefighting, because that same interconnectedness
represents a constant risk.

The real significance of privacy within Britain’s current digital agenda is
this: people can only be expected to embrace technologies actively if they
retain the right not to. In a highly-interconnected society, privacy is the
right to disconnect, to be anonymous and to be alone should one wish.
No consumer would be expected to sign up to a broadband connection or
mobile phone package if there was no way of cancelling it. And yet, indus-
try and government currently try to convince citizens of the benefits of
technological modernisation across society, without developing any sin-
cere narrative as to how we may be able to opt out of it periodically or
permanently, collectively or individually. For people to engage confidently
with an interconnected world, they need both the entitlement and the
know-how to limit that engagement when they see fit. A genuinely reas-
suring policy programme could consist of nothing less.

Evidence of delineation

Judgement as to the best trade-offs between security and privacy, and
between personalisation and privacy, is a deeply political question, on
which society is unlikely to ever attain consensus. Individuals make risk
assessments the whole time, for instance, when deciding to enter their
credit card details online. Some will; some won't. For example, twenty-four
per cent of American internet users chose to have their browser set not to
accept ‘cookies’, the data which enables a website to remember a user from
one visit to the next.”2 Greater understanding and confidence leads to bet-
ter analysis of risk, and better decision-making, not in the sense that it nec-
essarily leads to the best outcome but that it was taken in the most enlight-
ened manner. However, many of the most important risk assessments and
decisions in this area are made by government on our behalf.

Many of the more obvious instances of digital surveillance, such as CCTV,
have attracted media criticism, but are generally favoured across the pub-
lic. Regardless of one’s stance on CCTV itself, we do at least usually know
that it is there, and in many instances - such as on buses, or in the case of
speed cameras - its presence is deliberately highlighted, as a deterrent. Far
more problematic questions concern what happens to the data that the
cameras capture, and what other forms of data individuals are unwittingly
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disseminating about themselves. On the basis that ‘the ends justify the
means’, it is hard to define a limit to police surveillance, where the goal is
prevention of either terrorism or crimes against children.

The dilemmas become more pronounced when one considers that data
collection operates on a sliding scale, the whole way from tapping the
phone of a potential terrorist, to logging the movements of a congestion-
charge payer. The former is legitimised through appeals to national secu-
rity, while the latter is justified in terms of public service modernisation.
But what about the grey area in between? Parking on a yellow line is not
a crime, but it is now the target of digital surveillance. Evidence shows
that the British view their health details as the most personal form of data
available, but does this mean that they should never be shared, even if
doing so could result in benefits to the individual themselves??3

What's required is a role for government that can support the most
enlightened individual decision-making, despite a context of necessary
clandestine communication. The pervasiveness of digital technology in
our society should not be cause for either paranoia or unthinking faith,
but intelligent scepticism, supported by government. This support must
be provided in two forms. Firstly, citizens need both the right and the
opportunity to opt out of types of technological engagement which they
believe are not worthwhile. Secondly, they need good information and
understanding about what the various trade-offs of the digital age are, so
as to be able to take enlightened choices. This requires enshrining privacy
rights in law, and offering real choices as to different levels of privacy.

Data handling rules and practices

There are various pieces of legislation covering how data is handled by
government and businesses, plus, of course, the various individual policy
areas (such as health and education) where bespoke codes and protocols
have to be introduced. Here we give brief overviews of three cross-depart-
mental or overarching forms of regulation: data protection, data-sharing
protocols and the proposed National Identity Register that is likely to be
introduced in the next few years. However, the key to appropriate and
lawful data handling cannot lie in law alone, but must be supported by
good understanding of that law by all who are responsible for it, and
affected by it.

Data-protection law in the UK had to be reformed under pressure from
the European Commission, resulting in the 1998 Data Protection Act. The
Act states that organisations, including those in the public sector, can
only keep information on people for purposes given to the Information
Commissioner. Moreover, it must be kept safely, accurately and appropri-
ately to the purpose given. Information cannot be held for longer than
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necessary, and cannot be shared without the individual’s consent.
Exemptions from these rules include activities of intelligence agencies,
and, with various complications, records kept by health professionals.

Evidence in the UK suggests that data protection tends to act as much as a
code of best practice as an enforced law. Penalties for contravening data-
protection law are relatively small, and it is often practicably impossible
to assess whether the law has been broken or not. Critics of the UK’s cur-
rent data-privacy culture point to the fact that the Information
Commissioner currently lacks the resources or the right to enforce data-
protection law. By some international comparisons, the UK’s data-protec-
tion regime is relatively weak. Canada, the world leader in e-government,
operates a system in which a number of privacy commissioners can
actively block legislation at an early stage, if it appears to threaten princi-
ples of data protection. These commissioners are not just enforcers of law,
but act as public advocates for privacy protection. In the UK, by contrast,
departments are able to develop whole systems of data storage without
consulting the Information Commissioner.

As far as data sharing is concerned, the Government has no legislation
specifically to support data sharing with consent. The limits of data sharing
are set by the Data Protection Act, and departments can operate anywhere
within those limits. However, the Government has stated its commitment
to a uniform model of data sharing across the public sector that safeguards
and even enhances privacy, and means of achieving this are still being pur-
sued within the Department of Constitutional Affairs (DCA).”# Following a
2002 report on data sharing by the Government’s Performance and
Innovation Unit, the DCA has published guides on acceptable levels of
data sharing within the public sector, and a public service guarantee for
data handling, to explain to the public what they can expect from the way
that data is held. The DCA has opted not to pursue the idea of introducing
primary legislation to facilitate data sharing with consent

Finally, the National Identity Register, as defined in the Identity Cards Bill,
will act as a central database on which a range of details about individuals
will be stored. The legislation has been developed in the Home Office, but
the core purpose of the policy has been hard to ascertain. The
Government has offered a range of reasons for introducing a national ID
card and National Identity Register, including prevention of benefit fraud,
prevention of terrorism, prevention of identity theft and authentication in
e-government services. Generally speaking, taking these claims, together
with the location of the legislation within the Home Office (as opposed
to the Cabinet Office, say, or DCA), we can surmise that the policy is
chiefly driven by the need to uphold security, law and international
migration protocols.
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It is worth appreciating the importance of the international climate in
shaping this piece of policy. The Government argues that biometric iden-
tifiers form an inescapable part of the international landscape of the
twenty-first century, for a variety of reasons. Firstly, in 2002, the US
Government passed legislation stipulating that ‘in order for a country to
remain eligible for participation in the visa waiver program its govern-
ment must certify that it has a program to issue to its nationals machine-
readable passports that are tamper-resistant and which incorporate bio-
metric and authentication identifiers/”> The UK Government has rea-
soned that it would be most cost-effective to incorporate its ID card
scheme into its obligations in this regard. Secondly, the Council of the
European Union decided in 2004 that all EU passports should be stan-
dardised, and contain biometric identifiers. Finally, the Home Secretary
has suggested that the ID card would be a necessary precondition of the
UK entering the Schengen area, the border-free zone which spans most of
the EU.76

Personal details to be stored on the register will include three biometric
identifiers (which will also be held on an identity card), residence, former
residences and details of change of residence or type of residence. It will
also contain ‘information about numbers allocated to him [the registered
individual] for identification purposes... and documents to which they
relate’, in other words, other types of identification such as passport, NHS
number or National Insurance number. Unlike the protocols being
implemented and developed by the DCA, this new legislation will allow
the Home Secretary to pass on information held on the register to other
parties, for reasons of ‘public interest’ without the individual’s consent, and
without them being able to demand to know how their data is being
used. These last two aspects of the legislation mean that the Identity
Cards legislation, if passed in this parliament, will adjust the fundamen-
tal relationship between the individual and the State, such that the indi-
vidual is no longer the gatekeeper of his or her own identifying informa-
tion.””

Understandably, the national identity card legislation has been the focus
of heated public debate. Various organisations, including a team of
experts from the London School of Economics, have suggested that the
legislation would conflict with data-protection legislation, on the basis
that the function of the register is too ill-defined.”® The Information
Commissioner himself has voiced a similar concern on a number of occa-
sions, arguing that ‘further clarification is also needed regarding the
nature and extent of the personal information which will be collected
and retained, plus the reasons why such a large amount of information
needs to be recorded as part of establishing an individual’s identity’.”?
Criticisms also focus on the security risk inherent in centralising so much
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data on one database, and suggest alternative models in which more data
is held on the card, and less on the register.8°

Enlightened choice

The Government and industry are keen for individuals to engage with dig-
ital technology for a variety of reasons, including public sector efficiency,
opportunities for new markets to develop and a basket of goods known as
‘digital inclusion’ In the previous chapter, we saw that Britain’s digital
infrastructure is of a highly competitive nature, but that the proportion of
people putting it to sophisticated uses remains fairly low. We would sug-
gest that the fears induced by digital technology need to be taken more
seriously, and that these fears are related to privacy concerns. Evidence
suggests that engagement with ICT grows outwards from the user, starting
with the most intimate uses, through more social uses, until technology is
employed in interactions with public bodies and institutions. The
Government will need to understand and work on the terms of this cau-
tious psychology, if it is to win trust for its modernisation programmes.

Some of the most significant evidence in this area does not relate explic-
itly to privacy at all, but to the concept of ‘media literacy’. At present, the
job of promoting media literacy in the UK lies with the communications
regulator, OfCom, for whom it offers an alternative to hands-on regula-
tion of networked media such as the internet. OfCom adopts a fairly
open-ended definition of media literacy: ‘the ability to access, understand
and create communications in a variety of contexts./8! The reason why this
concept may be useful here is that it offers valuable insights into how
people gradually become comfortable with digital environments and new
technology.

A close examination of OfCom’s literature review of media literacy reveals
the discrepancy between private uses of ICT in the UK, and more public
uses. Mobile phones are the most pervasive of any new ICT in the UK,
with around eighty per cent of people owning one, and sixty-three per
cent of British society using them for text messaging.82 The significant
aspect of this is that phones are both symbolically and functionally tech-
nologies of private interaction. They are symbolically private in the way
that they sit close to the body, and accompany people wherever they go.
Meanwhile, they are functionally private in as much as they enable social
contact principally with those who we already know. Unlike with fixed-
line phone numbers (which are listed in a telephone directory) or email
addresses (which appear regularly on the internet), we are the gatekeepers
of our own mobile phone numbers. As a result of these functions, mobiles
support closed social worlds, and it may because of this rather than despite
this that people feel so comfortable interacting through them.
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Technologies which facilitate more open or more public interaction have
not won the enthusiasm that mobile phones and text messaging have,
other than in niche communities of early adopters. Britain has unusually
high digital-television penetration, but only thirty per cent of viewers have
ever used the technology to interact with a programme or service (though
this is partly due to the technological limitations of the freeview set-top
box).83 People hesitate before jumping into larger, more mysterious net-
works. Fifty-four per cent of people in the UK say that ‘going online puts
privacy at risk’, and there remains considerable consumer anxiety about
spam, viruses, phishing scams and identity theft. The internet is still per-
ceived as a dangerous public space by a large proportion of the British
public, and although they may not describe this concern in terms of pri-
vacy, they experience it as a type of connectivity that threatens their per-
sonal space and autonomy, and which many would rather do without.

The purpose of this brief overview of media literacy evidence is to
demonstrate the natural psychological tendency to opt out of, or impose
limits around, technological functions that are not entirely understood.
People may not expressly state that they are concerned about their pri-
vacy, vis-a-vis the government, but this cannot be interpreted as an enthu-
siastic endorsement of greater collection and sharing of personal data.
Attitudes to privacy, as assessed by opinion polls, do not necessarily
reflect the full comfort (or otherwise) that people feel about use of data-
collecting and data-sharing technologies. What the evidence shows over-
whelmingly is the murkiness of data-collecting and data-sharing tech-
nologies in the eyes of the citizen. For instance, sixty-four per cent of peo-
ple say that they do not feel well informed about what data the
Government keeps on them, yet an over-whelming majority of people
feel uneasy about data-sharing between government departments.84

Taking a user-oriented perspective, the purpose of constitutional checks
and balances is to support trust, not just in one-off interactions, but in
the whole system of government. As the authors of the LSE identity cards
report put it, ‘public opinion should be separated from public trust. Not
everyone identifies privacy rights as an important issue when speaking to
opinion pollsters, but ICT users demonstrate an unerring tendency to reg-
ulate their own use of digital networks, and to shut out riskier forms of
interaction. Constitutional checks and balances, such as data protection,
ought to ensure that e-government is a more trusted and welcoming
domain of interactivity.

Yet for privacy rights to be meaningful, people must also know that they
exist, and be able to exercise judgement over whether or not to exercise
them. In the first instance, this requires awareness of, and satisfaction
with, the pieces of legislation outlined above. Evidence on this is pro-
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vided by the Information Commissioner, and is not altogether encourag-
ing. In 2004, forty-five per cent of people reported that they were unaware
of their rights to access personal information held about them by organi-
sations, and only forty-two per cent of people said that they believed
organisations handle personal data in a ‘fair and proper way’.8>
Meanwhile, sixty per cent of people said that they never request to see
information held about them, though it is difficult to specify whether this
is due to lack of understanding of their rights, or lack of concern over pri-

vacy.

In the case of the National Identity Register, the picture is more compli-
cated. As Mathew Kabatoff explained in his Digital Manifesto paper on
identity cards, there is an important unanswered question surrounding this
policy: ‘does the population feel comfortable with the fact that they are not
“entitled” to know what their personal information is being used for, espe-
cially in regards to security and police services?’8¢ The Government’s own
polling on ID cards showed eighty per cent of people in favour of the pol-
icy, but forty-one per cent of people not trusting government to hold their
data securely, and forty-eight per cent of people saying that they would not
want to pay for such a card (which the current scheme would require).87
Overemphasis on the tangible, visible aspect of the policy (namely the
card) means that there has been relatively little public discussion of the
more significant, invisible aspect of how data will be handled by the
Government. The House of Lords Constitution Select Committee has sug-
gested that the legislation should really have been titled the ‘National
Identity Register Bill’, rather than the ‘Identity Cards Bill"

Principles of intervention

It is not clear that Britain’s constitutional arrangements are in harmony
with its current modernisation agenda. The Information Commissioner is
not sufficiently empowered to steer legislation as it is being developed,
nor to block legislation should it contradict pre-existing laws and proto-
cols. Worryingly, departments can develop the information architecture of
ICT systems, without consulting the Information Commissioner at all.
Meanwhile, it does not appear at present that the DCA is a party, let alone
an equal party, in the development of e-government and surveillance
strategies. The gap between the rhetoric of constitutionalism and the real-
ity of pragmatism is potentially damaging to public trust, and people’s
willingness to engage with digital media. We argue that the two things are
intimately linked.

The argument outlined in this chapter is that the institutions, laws and
norms that define the limits of modernisation are not symptoms of con-
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servatism, but necessary components of technological progress. In partic-
ular, given the ease with which information can now be collected and
shared, the case for strong and publicly visible boundaries to be drawn
around different spheres of government becomes stronger, rather than
weaker. We are anxious as to the apparent imbalance in power between
areas of government responsible for due process (the DCA and the
Information Commissioner), and those responsible for public service
reform or security (the e-Government Unit and the Home Office).

It is difficult to give clear evidence of the usefulness of checks and bal-
ances, but it might be helpful to think of it from the perspective of the
citizen. ICTs offer plenty of scope to interact on a range of different levels,
from one-to-one intimate text messages, through email circulars, to trans-
acting with large institutions. But in order to take each step, people
require assurances. Assurances that they won’t be overwhelmed by exces-
sive information, assurances that they won't unwittingly give away infor-
mation about themselves, and assurances that they will have support
when things go wrong. Systems based on law and rights, on the other
hand, offer certain assurances at a public level first and foremost. We offer
the following principles of policy intervention.

Principle 1: Controls placed on innovation can themselves spawn innovation
When faced with emerging technologies such as Radio Frequency
Identification tags, the temptation is to see their presence in society as
inevitable and unquestionable. Policy-makers fear that regulation or, in
extreme cases, banning new technologies on ethical grounds, will scare
businesses, and make politicians seem out of touch and retrogressive.
This is not necessarily the case. Legal limits on what is permissible for
organisations or individuals can often be the condition of more innova-
tive responses. Regulation can lead to a ‘race for the top’, and not just a
‘race for the bottom’.

A couple of examples illustrate this. When the California State govern-
ment introduced a legal limit on car emissions, rather than damage the
Californian economy in any way, it forced all US car manufacturers to
introduce better technology for this purpose.88 The Californian car mar-
ket was simply too big to ignore. Perhaps more pertinently, the French
planning regulations limiting use of satellite dishes on homes forced the
market towards far-higher-bandwidth internet access than is common in
the UK. As the German economist Wolfgang Streeck argued a few years
ago, regulation can act as a ‘beneficial constraint’ on otherwise short-
sighted economic behaviour, forcing actors onto a ‘high road’ towards
wealth creation.8?
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Principle 2: Support choice over a citizen’s level of engagement with the digital age
Successful use of ICT to improve services in both public and private sec-
tors will depend on users engaging with the technology in a confident
and enthusiastic fashion. Human psychology will tend towards risk aver-
sion where technologies are new, requiring extra guarantees that rights are
protected, and systems are secure. The best way to develop trust and confi-
dence in ICT is to allow for gradual steps towards full engagement, part of
which includes a variety of different levels of privacy protection. Clearly, a
large number of users will be keen to allow data to be shared as much as
possible, in the interests of joined-up government, and we certainly
should not allow the privacy lobby to become an obstacle to such
improvements in public services. But the number of those wishing to
engage in this way is likely to increase, once the user is given control over
how data is shared, and given the right to opt out. For instance, it is neces-
sary for constitutional purposes to consider how mechanisms allow for
opt-out, for the important reason that citizens may not trust future gov-
ernments to the same extent that they trust the present one. It is this sort
of historical perspective that is lacking from current policy thinking.

Principle 3:Trust is not always dependent on identification

There are plenty of circumstances in everyday life in which we can demon-
strate that we are entitled to something, without it requiring us to identify
ourselves. For instance, a prepay travel card simply ensures that we get access
to whichever modes of transport we are entitled to, without having to state
who we are. Equally, credit cards are ways of demonstrating that one is
credit-worthy, without revealing who one is (although the credit card com-
pany needs to know this). There are all manner of ways of creating trust
between strangers that do not involve them having to identify themselves.

Online environments apply pressure on these norms and practices, but a
recent development known as ‘federated identity’ offers a way forward. In
a federated-identity system, the user gives a wide range of personal details
to a trusted third party (TTP). Every time the user signs up to a new serv-
ice, the service supplier goes to the TTP automatically, and requests rele-
vant information on the individual. The TTP checks with the individual
that this is appropriate, and on confirmation the data is given to the serv-
ice supplier. Very often, two different service suppliers may wish to
improve their personalisation through sharing data, in which case they go
back to the TTP, who again asks the individual’s permission. Using a sys-
tem of federated identity, the only body who could be said to know the
identity of the individual is the TTP; all other organisations only know
facts adequate to deliver services.

40 MODERNISING WITH PURPOSE: A MANIFESTO FOR A DIGITAL BRITAIN | IPPR



Principle 4: Decisions about how to handle data within government must
always ultimately reside with people, not ICT

Data-protection legislation has regularly come under the spotlight in
recent years, when it has been a source of confusion or error inside gov-
ernment. The Bichard Inquiry recommended that ‘better guidance is
needed on the collection, retention, deletion, use and sharing of informa-
tion, so that police officers, social workers, and other professionals can
feel more confident in using information properly/?? Databases are very
powerful tools for filtering personal information, and this offers unprece-
dented opportunities to create public services that are better targeted at
the most needy, and more efficient. However, this poses significant threats
where individuals are stigmatised by negative profiling, or inaccurately
profiled for whatever reason.’!

Databases and personal profiling can continue to be useful ways of speed-
ing up bureaucratic processes, but they must never become substitutes for
judgement and common sense. Allowing automated processes to deter-
mine outcomes leads to unintended or emergent effects, which may be
deeply undesirable. Institutions, norms and skills are the way to build
trust in the digital age, not more intricately crafted digital networks.

Principle 5: Effective privacy protection is often the best form of security

The reason we put locks on our front door is not reducible to just security
or just privacy. It is a combination of the two. The same is true of our rea-
sons for protecting data. Yet despite its appeals to ‘joined-up government’,
the Government’s current policies towards data protection and security
seem to point in conflicting directions. A coherent strategy for data secu-
rity in government would not only reinforce data protection, it would be
the same thing. It is for this reason that so many security experts have
grave misgivings about the information architecture underlying the
national identity card scheme, in particular, its pulling together of so
much disparate information onto one register.

Principle 6: Educate about the digital age, don't just train for the digital economy
Digital technology is becoming a ‘second nature’ in our society. Like
nature it is ubiquitous, and like nature it operates according to its own
laws. In the eighteenth century, the Enlightenment beckoned all people to
escape what Immanuel Kant called their ‘self-imposed immaturity”: to
take charge of both inner and outer nature, and shape society according
to rational principles. Two hundred years on, children are taught about
the periodic table of elements, or how the human bloodstream works.
Meanwhile, artificially constructed networks of digital connectivity are, for
most of us, utterly impenetrable and invisible. An enlightened public in
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the digital age would not only be trained in the use of software, so as to
compete against South East Asia, it would be one which understood this
infrastructure that otherwise threatens to confuse and mislead.
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3. Recognition: democracy in the
network era

It is not in the nature of governments to give away power. Constitutional
reform looks invariably attractive to the disenfranchised or disempow-
ered, but risky and time consuming to those in control of policy. New
Labour may have devolved power to Scotland, Wales and directly elected
mayors, but as a number of commentators have pointed out, this type of
reform agenda may never have happened at all, had it not been legislated
for within the first year of coming to power. As the realities of govern-
ment become plain, power becomes an ever more precious asset, and not
one that would be compromised through, for instance, the introduction
of proportional representation in Parliament.

But technological change will occasionally weaken the power of political
authorities, whether they like it or not. The birth of the printing press
made possible the modern public realm, which weakened the control
that authorities could exert over the written word. A few hundred years
separated the invention of the printing press from the emergence of news-
papers and pamphleteers in the mid eighteenth century, and it was
another hundred years before literacy began its penetration across society
at large. Today, however, it is accepted that newspapers control a certain
amount of the political agenda, and we express little surprise when we
hear that a minister has had lunch with a newspaper editor.

Global telecommunications networks developed rapidly from the 1960s
onwards, with similarly disruptive implications for governments. These
enabled companies to globalise their manufacturing supply chains, and
to offshore various service outlets. Among the most dramatic economic
consequences of global telecommunications networks has been an
increase in the agility of capital markets, whereby vast amounts of wealth
can now flow in and out of a nation or individual company in minutes.
Flows of what became known as ‘hot money’ notoriously destabilised
economies all over South East Asia in 1997. Less dramatically, in 1992
the British Government was shown to be incapable of controlling the
value of its currency, when it was forced to withdraw sterling from the
ERM in the face of pressure from currency markets to devalue.

Both of the above examples demonstrate how governments can lose
power as a result of technological and structural change. But in each case,
rather than allow new spheres of influence to break away from demo-
cratic processes altogether, new institutions were established to mediate
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the relationship between government and the emerging power. The UK
has a bridge between the autonomous media and the government in the
form of the BBC, and a bridge between currency markets and the govern-
ment in the form of an independent Bank of England. In each case, it
proves better to recognise the independence of the power in question for-
mally, than to either disregard it or attempt to control it. Both institutions
are self-governing, but nevertheless locked into sustained dialogue with
the government and the public.

This chapter argues that the diffusion of networked ICTs throughout soci-
ety, today and in the future, is contributing to an attack on another gov-
ernment monopoly. This time, troublingly, that monopoly is constitu-
tional democracy itself. People do not cease to be political animals, and
they don’t cease to seek outlets for collective expression or for public
voice. But there is evidently a sense in which they do not recognise offi-
cial, Westminster-oriented democratic structures. To its credit, the present
Government seems genuinely concerned about this, but despite the end-
less references to active communities and citizenship, they don’t appear to
know what to do. The question that needs answering is what would be
the equivalent of an independent Bank of England or a BBC for the net-
work society, a society in which people are more technologically empow-
ered and psychologically motivated to converse with one another, than to
feed their interests into the existing constitution. At some point, perhaps
sooner rather than later, government will need to find a way of meeting
the ‘cultural communes of the information age’ halfway.”2

Why this matters: government and the public realm

Different means of communication enable different forms of politics.
Where democracy is dependent on face-to-face conversation alone, it
remains rooted to a certain locality and a certain scale. In the modern era,
publishing and broadcast technologies have been a necessary factor in the
way that democracy has developed, not just in terms of its representative
structures, but in civil society and the ‘public realm’ We can identify three
areas of a democracy that are affected by changes in technological media,
aside from more detailed issues about how public services are delivered.
Firstly, there is the way that government communicates to the public; sec-
ondly, there is the way that the public communicates to government,
including through the ballot box; thirdly, there is the way that the public
communicates to itself.

The health of a democracy is dependent on the institutions, constitutional
structures and practices that moderate these three types of communica-
tion. When we hear that democracy or trust is ‘in crisis’, that participation
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and social capital are in decline, this is a reflection on these moderators.
Even where evidence appears to contradict this cultural pessimism - as it
sometimes does - the mere presence of such anxiety is a reflection that
the spheres of communication in and around democracy are not doing
their job. We will now consider each in turn, to see how technological
change might affect each one.

Government-to-public

Government produces vast amounts of information for public consump-
tion. Official literature, such as White Papers or the parliamentary reports
contained in Hansard, come directly from government and Parliament for
anyone to read, and the internet has undoubtedly made these publica-
tions more easily and cheaply accessible for the public. The fact that the
civil service remains politically neutral ensures that official government
documents remain trusted sources of information on the activities, past
record and intentions of government. However, this type of information
is not very accessible or easily consumable, and when a message needs to
be got out to the public with greater urgency (for instance, relating to a
health scare), leaflets or television adverts need to be employed, and
existing public service channels (such as Post Offices or schools) can be
mobilised to spread information.

Yet for the most part, government speaks to the public via certain ‘bro-
kers’, notably the media. This communicative channel is one area of our
democracy that seems most broken to many, and came to a head in early
2004 with the Hutton Inquiry into the death of government scientist,
David Kelly. Critics of current media activities, such as journalist John
Lloyd, argue that the press has lost interest in reporting facts, and allowed
its obsession with ephemera and scandal to remove one of the critical
means of assessing the real behaviour of governments.?3 Critics of the
Government, including large swathes of the media themselves, argue that
it has become overly concerned with its own public image, and presents
only half-truths to the press. This relationship is not equally tarnished
across all forms of media. The obligations of British broadcasters to
uphold norms of impartiality contrast with American broadcasters on the
one hand, and with British newspapers on the other. For instance, thanks
to its lack of bias, BBC Radio’s Today programme has a quasi-constitutional
role in the interrogation of ministers.

How do new technologies affect government’s ability to speak to the pub-
lic? The most significant changes are those affecting what constitutes news
in the first place. As Jamie Cowling’s Digital Manifesto paper makes clear,
technological advances force government into formulating a greater vol-
ume of public messages, more quickly and more coherently.®4 More sto-
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ries are breaking faster, with responses demanded as they happen. The
strain this has placed upon Government has led to an increase in the
amount of resources channelled towards press strategy. In this respect, the
blame for the breakdown in media-government relations may not lie with
either, but be a symptom of an “always-on’, media-hungry society.

The promise offered by new media, on the other hand, is to enable far
more intimate government-to-public communications, cutting out the
press altogether. The use of weblogs by MPs such as Tom Watson offers
one example, though it is a tactic best suited to backbenchers without the
doctrine of collective responsibility that constrains ministers.?> The
Labour Party’s ‘Big Conversation’ attempted a similar intimacy, through
use of the internet. Presentational considerations and ‘spin’ are never
absent, even where new media are concerned, indeed the mere style of
weblogs can easily be aped by larger, more anonymous institutions, thus
giving a false impression of intimacy.?® But where first-hand reportage is
genuinely possible, these media provide a different way for political figures
to present themselves.

Alternatively, new media can facilitate new, online-only brokerage institu-
tions. Automatic collection of government information can make it more
accessible and searchable. Readers may even be invited to comment on it
as they read it. The outstanding example of this is TheyWorkForYou.com,
an independent website that automatically gathers together the contents
of Hansard, and enables readers to search it by topic or by MP.
Demonstrating a welcome awareness of these new types of relationship,
the Government is engaged in an ongoing strategy to work with ‘interme-
diaries’ to provide the ‘front-end’ for Government, although this is prima-
rily in order to deliver transactional services, and not in the form of dem-
ocratic dialogue.®”

Public-to-government

Secondly, we need to consider how the public communicates back to gov-
ernment. Again, with the exception of MPs’ surgeries or the media-ori-
ented circumstances in which a politician drops round for tea, this rela-
tionship is also ‘brokered’ for the most part. The ballot box provides the
most important mediator between citizens and government, but the
media also plays a role in representing the public’s voice. Neither institu-
tion is in the rudest of health in the UK. Turnout at general elections has
fallen in recent years, from seventy-one per cent in 1997 to sixty-one per
cent in 2005. Meanwhile, concentration of media ownership potentially
weakens its democratic function, and where newspapers pursue commer-
cial objectives too wholeheartedly, they may focus on representing public
anger and dissatisfaction with government, at the expense of ‘good news’
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about successful government activities. This may partly explain the phe-
nomenon outlined in Cowling’s paper, whereby the volume of media
content being produced is rising rapidly, but the attention to news media
is falling.?8

Increasingly in the UK, a different type of mediator is seen as a more
effective model through which citizens can express their wishes, namely
the market. Many of us may not see the ‘point’ in voting, and view jour-
nalists as less trustworthy than politicians, but one area of our lives in
which our preferences are listened to with immense care is when we act
as consumers. The importance of increasing choice in public services is
that it potentially creates a legitimacy for public services that an ageing
model of representative democracy cannot sustain on its own. Of course,
the ‘choice’ in question remains a fairly narrow consumer one. As David
Walker, a leading commentator on public service delivery, has written in
The Guardian, ‘you [the Government] are not actually talking about some
great expansion of individual discretion in the way people interact with
government. You are not expanding choice on the application of plan-
ning rules or the criminal law or literacy and numeracy standards.??
Critics would argue that the emphasis on choice as a way of exerting
influence over government might distract from more consequential alter-
natives, such as representative democracy.

How do new technologies affect these various forms of communication?
Voting makes use of technologies such as pen and paper anyway, and as
these become more sophisticated the process can become more efficient,
or even distributed away from polling stations themselves. Regular refer-
enda or direct democracy, for instance through voting from the home,
were often predicted as being the most exciting possible outcomes of the
digital age. Yet many deem the potential for corruption or security
breaches to be too serious to warrant this form of innovation, as outlined
in Kay Withers’ Digital Manifesto paper on this topic.190 Postal ballots
have proved themselves open to abuse in a way that polling stations have
not; electronic voting could be worse still. Moreover, making democracy
easier and more efficient may not be a goal worth pursuing, given how
rarely elections happen anyway.

New technologies may create more profound changes in the way that the
public express themselves through the media. Digital media are interac-
tive in a way that analogue and print media are not. This means that the
public can, in principle, respond directly to government and engage in a
dialogue. Successful instances of this have occurred, as with the public
consultation on the future of the BBC, run by the Department for
Culture, Media and Sport, when several thousand people sent in views via
both traditional and new media.!9! Being able to email politicians, and
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even the Prime Minister, may alter the way in which that dialogue
proceeds.

More likely is that brokers still sit between the public and government.
What is called ‘e-democracy’ needn’t just be about automating existing
channels of democracy (as with e-voting or emailing your MP), but in cre-
ating new types of intermediary that are built around the distributive and
interactive capabilities of new media. For example, WriteToThem.com
enables internet users to type in their post code, find out who their vari-
ous representatives are, and then send them a message which will appear
out of the politician’s fax machine, thereby not getting mistaken for spam.
The site is not run by the Government, and exists purely to ease the pas-
sage of communication.

As far as quasi-markets for government services are concerned, this is one
area where most is expected of ICT. In Chapter One, we discussed how the
internet had empowered consumers to take better decisions and spot bet-
ter deals. There is no reason why it couldn’t do the same for public serv-
ices if, for instance, up-to-date information on the performance of schools
and hospitals were made readily available for citizens to judge them by.
This could potentially be supplemented with Amazon-style ‘recommender
systems’, in which users of public services rate their quality for the benefit
of other users, thereby, in effect, codifying and publicising the function
already performed by middle-class social networks. But all of this raises
weighty political questions as to whether the institutions and staff who
deliver public services should be treated in what is potentially a very judg-
mental, even scornful manner.

Public-to-itself

Collective representation of opinion or values needn’t always be for a pur-
pose. Citizens may make a judgement about something, without it neces-
sarily translating into a demand; there is a difference between a critique
and a complaint. When a literary critic dismisses a novel, they are not
arguing for it to be pulped or rewritten, and when newspapers attack a
government they are not calling for an immediate election, or even, neces-
sarily, for a change of policy. This is what is known as the ‘public realm”: a
sphere of disinterested debate, in which issues are critically analysed
purely for the sake of critically analysing them.!02 The role of the media is
to provide a trusted conduit between government and the public, but it is
not only that. It is also to enable public education and public exchange of
opinion as goods in their own right.

One of the principles underlying the idea of the public realm is that of
universal inclusivity. This is not to say that this ideal is ever actually
achieved, but that it is a guiding principle of editorship and critique. Be it
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in book publishing, the national press or broadcasting, the guiding criti-
cal question is not only ‘do I think this is worthwhile?’ but ‘is this of
broader public interest?” Good editorship or critique involves putting
one’s own preferences to one side, and adopting a ‘disinterested” attitude,
to assess the intrinsic worth of a piece of content. Some forms of content
are so obviously of widespread interest, such as television images of
September 11th, that the question doesn’t even arise. Meanwhile, other
forms of publishing, such as trade press, are geared quite specifically
towards niche audiences, and although their content should be accessible
and relevant, it doesn’t pursue an ideal of ‘universality’

A range of grey areas exist between the two. The interests of a cultural
minority, such as an immigrant population, require some form of public
representation, but can’t necessarily be deemed of universal public inter-
est. How should we respond, as advocates of the ‘public realm’? Should
we aim to ensure that this minority group has its own separate spheres of
debate, in which it can represent itself and conduct debate, or should we
seek out ways of integrating its interests into the ‘mainstream’? Radio sta-
tions and weekly newspapers provide a useful way of achieving the for-
mer, while widely viewed entertainment broadcasts, such as Eastenders,
provide an opportunity to pursue the latter. Clearly there are two quite
different models of “‘universal inclusivity. One seeks to splinter the public
realm, until each cultural community has its own separate communica-
tive space; the other seeks to expand a single public realm, to elevate it to
a level of generality that any citizen can have an interest in.

It is here that ICT poses some of the most challenging questions.
Technological bottlenecks - scarcity of radio spectrum, limited number of
newspaper pages — used to save us from having to ask exactly what sort of
public realm we desired. To an extent, we had to make do with what we
had, and hope that the scarce resources available would serve as many
people as possible. But there is no longer any technological limit to how
many television stations, radio stations or online newspapers our society
can sustain. A consumer can now purchase a digital video camera on the
high street for £2,500 with a higher image resolution than the best cam-
era owned by the BBC five years ago.193 As internet bandwidth increases,
amateur television broadcasts will be possible, in the same way as ama-
teur journalism is already made possible through weblogs.

The flip side of this is that citizens are able to select their sources of news
and entertainment from a growing plethora of sources. One shouldn’t
assume that they will necessarily wish to opt for niche forms of publish-
ing over mainstream ones, indeed they may well prefer shared experi-
ences, as the BBC would testify. But there are now endless possible shades
of grey between a public broadcast and an intimate conversation, which
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pose new dilemmas, not least to regulators. Traditional broadcast and
publishing media operated around a principle of ‘edit-then-publish’. New
media operate around the inverse, of ‘publish-then-edit’, where the editing
in question is carried out by the discernment of the ‘web’ or the ‘blogos-
phere’ itself; in other words the most linked-to or popular content ascends
gradually and virally to the public sphere. For instance, web pages that
show up on the twentieth page of Google may be public, but they are not
as public as those that show up on the first.

Table 3.1: How information gets distributed under conditions of
media scarcity

Audience size

Public sphere Community Private sphere

Published Amateur Socialising Conversing
content content

—

Producers

Tables 3.1 and 3.2 represent the contrasting models of the public sphere
in the analogue and the digital age. In each case, the number being heard
increases along the horizontal axis, while the number in the audience
increases up the vertical axis. In an age of scare media resources, only a
minority of people have their voices heard in public, while a large num-
ber of people communicate on far smaller, face-to-face scales, be it in the
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community or in the private sphere. The downside of this is that people
do not participate actively in media, while the upside is that they have
shared experiences, due to the relative scarcity of media on offer. By con-
trast, in the digital age, represented in Table 3.2, media permeate the
whole way through society, from a global broadcast right down to a one-
to-one email. Endless shades of grey operate in between the two, and
there is no reason why a piece of ‘content’ couldn’t move up the curve, if
there were sufficient interest across society (for instance, one-to-one text
messages from David Beckham have attained global audiences in the
past). The downside of Table 3.2 is that the public sphere may fracture
into a large number of more personalised experiences, while the upside is
the greater opportunity for all citizens to produce their own content. The
really significant difference between the two is that Table 3.2 has a far
larger proportion of society in the section entitled ‘community’, at the
expense of the section entitled ‘public sphere’

Table 3.2: How information gets distributed under conditions of
abundant media

Audience size

Public sphere Community Private sphere

Published Amateur Socialising Conversing
content content
—
Producers
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The problem this transition poses to government is that it becomes
impossible to specify where the limits of its responsibility now lie. In the
analogue age, government regulated content in broadcasting but not in
telecommunications, on the basis that the former is naturally public and
the latter naturally private. Now that technology has eradicated the
technological distinction between the two, government and content pro-
ducers must themselves try and recreate this distinction socially or cultur-
ally. How far, for instance, should OfCom or the BBC extend their activi-
ties into the area described above as ‘community’? Were they to do so,
would they know when to stop, or might they run the risk of invading the
private sphere?

Two questions arise as a result of digitisation of the public realm. Firstly,
how do we as a society handle the balance between potentially global, all-
encompassing forms of media content, and very small-scale, virtually pri-
vate forms of discussion? Where do we draw the line between the two,
and what expectations or regulations should we place on the large middle
ground that exists between a broadcast and (for instance) a group email?
Secondly, how can we adapt the principle of universal inclusivity to
accommodate the right to be heard, and not just the right to be told? Do
we still need professional editorial filters around the public sphere, or can
‘network effects’ (such as Google-ranking) ensure that the best or most
credible views rise to the top? These may not sound like questions of
urgent policy concern, but in the longer term they will be perhaps the
most profound ones discussed in this report.

Evidence of recognition

‘Community’ is now an inescapable, often suffocating presence in con-
temporary political discourse, having all but supplanted the term ‘society’.
The reasons for this are complex, and not to be investigated here. The
point being raised in this chapter is that new media facilitate new models
of social behaviour and communication, which lead to new social units,
and new types of identity. For want of a better word, we call these social
units communities — groups of people (large or small) who willingly enter
into public or semi-public conversation, and draw on another for both
social support and cultural identity.

Why focus so much on communities when investigating new media’s
impact on democracy? The answer lies partly in the two graphs outlined
earlier. Two trends are affecting the media at the moment, especially influ-
enced by the internet. Firstly, people have a far greater choice of media
sources to choose from. Secondly, they have far greater opportunities to
feed in their own views and content to the media, be it anywhere between
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sharing photos with a circle of friends via 3G phone, and broadcasting a
film on the internet. People can now use media to cluster together, in any
number that they wish. They will continue to cluster together in audi-
ences of several million when watching EastEnders, or in groups of four or
five when sharing holiday snaps. What is an altogether new opportunity
is the ability to cluster together in numbers of several hundred or several
thousand, using message boards, community radio or weblogs. This is
why the rest of this chapter focuses on communities, and the extent to
which they are formally recognised by traditional democratic and media
institutions.

Through developing the mechanisms (policy or otherwise) to recognise
the emerging communities of the network age, these can be distinguished
from conventional forms of publishing or public service broadcasting. This
is to the benefit of the latter as much as the former. A number of commen-
tators have suggested that digital media will herald the fragmentation of
traditional forms of publishing, as content starts to float around in a disor-
ganised way, either via a free market or perhaps via a ‘gift economy’. Those
who wish to safeguard traditional norms of the public realm, and to
secure the long-term future for conventional publishing and public service
broadcasting, have as much incentive as anybody to understand and recog-
nise community media. As Table 3.2 indicates, there is something vaguely
arbitrary about defining one piece of content as ‘public’ and another as
‘community’, but there is no harm in drawing some lines in the sand.

We all occupy both place-based and non-place-based communities. The
former are otherwise known as neighbourhoods, while the latter tend to
be cultural phenomena, such as sporting affiliation, religion, and profes-
sional networks. Class plays an important part in which one is more
important to us, with middle-class people tending to be more mobile and
having more long-distance social connections than working-class peo-
ple.194 Wealth tends to result in a weaker relationship to place, or at least
to a single place - evidently elites are still dependent on exclusive ‘hubs’
in which to meet face to face. However, even those who are strongly
embedded in their own neighbourhood will have interests and contacts
beyond those geographic confines. These are what might be called ‘com-
munities of interest”: networks, associations or groups that are defined
culturally rather than geographically.

In the long term, our constitution will have to find ways of recognising
both forms of community. Constitutional democracy has always tradi-
tionally represented people geographically. Members of Parliament repre-
sent geographic constituencies; councillors represent geographic wards;
and ministers act on behalf of the UK. There is little formal constitutional
process to represent mothers or animal lovers or the Chinese population
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of the UK. Instead, civil society and the media have to create spaces in
which these communities of interest can represent themselves should they
wish. There is a blanket assumption that there has been a rise in single-
issue politics, and an associated demise in the credibility of representative
democracy. If this is indeed the case, as we are about to investigate, then
that suggests that the media might be implicated.

Digital technology offers significant opportunities to both communities of
interest and communities of place. The internet has long been associated
with the former, given its unprecedented ability to connect scattered peo-
ple with niche interests (creating so-called ‘virtual communities’). But the
removal of technological bottlenecks also offers profound opportunities
to communities of place, not only through reinvigorating existing demo-
cratic structures built around place, but in creating new tiers of more local
media in which people can be producers of content as well as consumers.
Let's turn to each in turn, and assess the evidence that exists.

Communities of interest

Through supporting long-distance communication and larger audiences
for content, technology enables us to affiliate with others on the basis of
shared interest, and not just shared place. As a consequence, technology
potentially helps individuals pull away from formal democratic politics,
which, to date, has been rooted in representation of communities of
place. It also, potentially, helps them pull away from their local communi-
ties, as early analyses of the internet in American society suggested.10>
Communities of interest are not dependent on digital technology; indeed
they are not even dependent on media: Canadian sociologist, Barry
Wellman, has long demonstrated how urbanisation is associated with
‘networked individualism’, in which people can seek out those who they
identify with around the city.

However, digital technologies increase the speed and precision of the
process whereby people locate, then communicate with, each other on the
basis of shared world view, identity or activity. Stephen Coleman’s paper
for the Digital Manifesto project, ‘The Network Empowered Citizen’
explored six British case studies in-depth to discover how the internet was
transforming the way people associate with one another voluntarily.100
Coleman discovered that, as a complement to markets and government,
‘civic networks can be regarded as a third current in the flow of public
knowledge; they are self-help groups for the information society, adding
to their participants’ capacity to cope with aspects of life that nobody else
has an interest in addressing.107

Some of the networks explored by Coleman are communities of interest
in the strict sense of bringing people together with quite niche shared
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concerns. An example of this would be Pain Talk, a community for those
dealing professionally with sufferers from acute pain. When interviewed
about the rationale for Pain Talk, Glenn Bruce reported that the site’s
users had previously operated in isolation, with no means of sharing
information, tips or support. Alternatively, they may be far closer to pub-
lic forums, in which citizens want to use the community as a starting
point for further democratic engagement. The BBC's iCan portal is the
prime example of this, a quite deliberate attempt to enable forms of dem-
ocratic participation that don't revolve around Westminster. Alternatively,
a site such as Netmums began as a way of sharing information, but scaled
upwards to become a collective voice for mothers.

One thing that stands out from Coleman'’s research is that these commu-
nities see themselves as distributors of trustworthy information that is
otherwise lacking. It is often either implicit or explicit in this that other
media and other figures in public life are not to be trusted to the same
degree, or at least not for the same reasons. Less than twenty per cent of
people in the UK trust print journalists to tell the truth, and the figure is
only slightly higher for politicians.108 Perhaps as a consequence, the per-
centage of the UK population regularly reading a newspaper has fallen
from around eighty per cent to fewer than sixty per cent in the last two
decades.!9? TV journalists, by contrast, are trusted by over seventy per cent
of people to tell the truth, which reflects well on the current regulatory
framework.

Communities of interest therefore empower people in two ways. Firstly,
they give voice and identity to people who may otherwise lack it. This may
take place entirely away from the public sphere, and be of no concern to
mainstream democracy - for instance, through the use of private but
shared online diaries, such as LiveJournal - but it remains a social benefit
that government may have an obligation to enable. Secondly, they distrib-
ute information that broadcast and print media either do not distribute, or
do not distribute in a trustworthy manner. The fact that people turn to the
internet in search of information does not mean that they turn away from
other media; this is not an either/or.119 But, at a national and international
level, mainstream media appear to have honed their ability to create news,
at the expense of their capacity to distribute information. Communities of
interest may play a vital role in plugging this gap.

However, it is also worth being alert to the potential downsides of com-
munities of interest. Many theorists have identified a negative potential
here, whereby people can affiliate only with those who they already agree
with, and thus lose the tension and diversity of the public realm. This
threat has been characterised as ‘cybalkanisation’ or the ‘Daily Me’,
although it is contradicted by recent evidence from the US.!1! Equally,
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one of the perennial criticisms of the internet has been that there are no
journalistic standards, and that you can’t trust anything you read online.
Bloggers, many journalists will argue, may have a more personal voice, but
they lack journalistic skills or ethics. With a greater plurality of digital tele-
vision broadcasting, many fear that the sacred impartiality of television
journalism may be put at risk.!12 Against this, it's worth considering
whether bloggers and their ilk may act in a useful critical tension with
mainstream media - a ‘fifth estate’ - helping to keep them honest and
accurate. 113

Britain does not have substantial quantitative evidence on how prevalent
these communities of interest are. Evidence from the Pew Internet
Institute in the US shows that half of internet users are engaged in some
form of civic or interest-based community online. However, research also
shows that people are far more likely to engage the longer they have been
using the net, and the US is ahead of Britain in this respect. But there are
three things that we can assess: what do we know about how people affili-
ate through shared interests, how much capability do people have to do
so online, and how much democratic recognition can these communities
achieve?

We have good evidence to help us answer the first question. Despite the
declining trend in election turnouts over the past twenty years, people are
increasingly likely to sign petitions or attend protests, with the percentage of
people willing to do the latter having doubled since the early 1980s.114 The
proportion of people contacting the media has grown by the same rate.11°
However, the likelihood of someone contacting a politician has fallen by
about half over the past twenty years. Meanwhile, there is evidence to sug-
gest that informal social ties are occupying more of people’s time (such as
eating out), while formal membership ties are occupying less of their time
(such as attending a union meeting).!1® What this all amounts to is a
deformalisation of the way in which people associate and participate.
They increasingly choose to do so on their own terms, and enter only
those commitments that they can exit easily should they wish to.

The second question comes down to internet access and media literacy.
We have already discussed the distribution of internet access in the UK -
with ninety-six per cent of people knowing somewhere they can get
online for free, and fifty-six per cent of people having home connections.
In addition to this, it is worth mentioning that over a quarter of the
British population owns a camcorder.'7 But the following caution is
made by Robin Mansell, an ICT expert from the London School of
Economics: ‘Despite the growth in the numbers of internet users, a rather
small minority of these users has the capability to use the internet in ways
that are creative and that augment their ability to participate effectively in
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today’s knowledge societies/118 Although we don’t know exactly how
many people are blogging, networking online or using message boards
and so on, the Cabinet Office’s own research indicates that only twenty-
three per cent of the UK population have both high access to digital tech-
nology, and the skills to communicate effectively with it. This twenty-
three per cent would include basic use of email, text message, online
shopping and eBay; the percentage of the population with the skills, con-
fidence and access necessary to participate actively online is, surely, con-
siderably lower.

The final question - how much democratic recognition communities of
interest receive - is fairly easy to answer. Coleman'’s paper suggests that a
failure of dialogue is occurring between existing constitutional structures,
and informal civic networks, and that political parties are partially
responsible. He argues, ‘As vertical bodies organised on the basis of hier-
archical discipline, parties represent the antithesis of the horizontal,
decentralised, acephalous movements that flourish in the online environ-
ment...If representative governments are to have legitimacy in a society
characterised by widespread online communication and network-empow-
ered citizenship they must find ways of connecting with these incipient
circuits of online interconnection/11? The lobbying channels that have
existed for decades between civil society and Westminster, or business and
Westminster, need modernising.

The UK Government has experimented with online consultations, as ways
of receiving feedback on policy. The Freedom of Information White Paper
was the focus of the first such consultation, and a third of the responses
to it came from individual citizens. The UK Online e-democracy experi-
ment, carried out between 2000 and 2001, was another example of
attempting to engage with people outside of the place-based, constitu-
tional structures of formal democracy. These aside, there is little evidence
of any constitutional capacity via which communities of interest can feed
into British politics. And the fact that newspaper editors can lunch with
ministers can now be filed unambiguously under the heading of ‘prob-
lem’, and not that of ‘solution’.

Communities of place

The importance of locality as a political concern for citizens is not dimin-
ishing, indeed there is some evidence to suggest that it is rising. However,
the democratic structures that represent place-based communities have
lost credibility for many people. Turnout at national and local elections is
one manifestation of this, but there are others as well. While sixty-nine
per cent of the population are able to name the party of their MP, less
than half are able actually to name their MP.120 The rise in single-issue
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politics and communities of interest, as described in the previous section,
has gone hand in hand with a demise in participation in formal represen-
tative structures, organised, as they are, around geography. But, with the
proportion of British people saying they ‘discussed politics regularly’ ris-
ing in recent years, we are right to focus on constitutional issues and entry
points to democracy, rather than on the pertinence of politics itself.12!

It has become a dominant assumption in policy circles that what people
lack most is a form of representation that fits with their most proximate
social world, namely the neighbourhood. To this end, the Office of the
Deputy Prime Minister (ODPM) has recently outlined a vision of neigh-
bourhood governance and greater local control over public services.122
This might either take the form of entirely new tiers of governance, with
some budgetary powers, where decisions can be taken about local ameni-
ties and public spaces, or else it may involve opening up the governance
structures of existing public service outlets to local input, as has happened
with Foundation Trust Hospitals and Extended Schools. This agenda,
known broadly as ‘localism’, is an attempt to devolve sufficient power to
local communities such that they can feel able to influence the world
around them, but not so much that they might use it towards more fun-
damental political goals.

The success of such measures is not proven, but the hope is that they
could produce a better match between the scale of political unit and the
typical day-to-day social horizons of citizens. Certainly, larger geographic
units do not seem capable of developing democratic legitimacy: the pro-
posal to create a regional assembly in the North East was defeated in a ref-
erendum in 2004, while support for governance at a level higher than the
UK, namely the EU, is as low as it’s ever been. Cities, meanwhile, may
provide some source of cultural identity for people, but turnouts in may-
oral elections are no higher than in other local elections, generally around
twenty-five per cent.

Are digital technologies helping or hindering this attempt to revive
national and sub-national democracy? Again, firm evidence here is rare,
but one of the most rigorous studies indicates that digital channels are
doing precious little to increase participation or interest in formal demo-
cratic politics. People would rather contact their MP by telephone (thirty-
nine per cent), or by post (twenty per cent) than by email (twelve per
cent) or via a website (four per cent), and fewer still have ever actually
used electronic channels to communicate with their representative.123
However, twenty-two per cent of people do at least know whether or not
their MP has a website, which equates to over half of those people in the
UK who know who their MP is. Meanwhile, the majority of people are
opposed to online voting.
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Yet the same research shows a surprising enthusiasm for innovations in
the way that constituents can interact with their MPs and the legislative
process. On balance, MPs" websites, online government polling, online
surgeries and pre-legislative scrutiny are welcomed by people, even if they
don’t appear to know about or use the services that already exist. Perhaps
this indicates one of the abiding problems with e-democracy, that it can
too often seem like a wonderful panacea, but not actually deliver substan-
tive change. The UN recently ranked the UK number one in the world for
e-democracy, and it has to be admitted that Britain is well served in this
area. The ODPM Minister’s ‘Local E-Democracy National Project’ consists
of twenty-two Government-supported schemes, such as a councillor’s
database, online surgeries, and games to draw in children to democratic
processes. Moreover, the UK is fortunate to have some highly dedicated
vocational software developers, who have built many of the world’s lead-
ing e-democracy interventions, such as DowningStreetSays, FaxYourMP,
and TheyWorkForYou. The developers behind these projects are now
organised into a social enterprise called mySociety, which is part-funded
by the ODPM.

Yet e-democracy will never be a very convincing sticking plaster over more
fundamental constitutional wounds. If people do not wish to vote or par-
ticipate, technology will do nothing to alter this, indeed as Bruce Davis’s
Digital Manifesto paper on online banking argued, ICT may sometimes
be most effective where it cuts out the need to participate in institutions,
and enables an egoistic, self-service perspective on society.124 Although
there was ample discussion about the impact of the internet on the 2005
election, television retains an unrivalled role in British democracy, which
the internet is still some way from matching, not least because of the far
lower usage levels. But perhaps ICT empowers communities of place in
other, less formal ways, potentially in a similar way as it gives voice to
communities of interest.

The ability of local communities to govern and represent themselves on
their own terms is something the Government has been keen to encour-
age. The Active Communities agenda in the Home Office and Sustainable
Communities Plan in the ODPM seek to encourage more bottom-up,
self-organising behaviour. This is often referred to as ‘social capital’, the
‘networks, norms and trust’ that bind a community together, and enable
it to take action collectively. Social capital varies by place, by socio-eco-
nomic group and also in quality. Some communities function effectively
through quite private, close-knit social networks, but very little openness
or trust towards strangers.

The role of media and new media in increasing or undermining social
capital has been explored in depth, though mainly in the United States.
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Robert Putnam’s very influential work on social capital in the US identi-
fied television as one of the central causes for a widespread decline in
social capital: his research found that for every additional hour that
Americans spend watching television, their level of civic participation falls
by ten per cent.}25 Moreover, Putnam suggests that digitisation may be
partly to blame here, because the sheer choice of channels destroys the
possibility of television acting as a basis for shared experiences. By way of
response to this critique, a paper published in the UK by economist
Martin Brookes argued that public service broadcasters retain a legitimacy
by virtue of their ability to produce shared experiences, and therefore
potentially support social capital.12¢ But even at its best, television
remains largely a regional, national and international experience, and not
something which connects people to more local news.

New media, on the other hand, are potentially well suited to the latter
function. The only available evidence on the relationship between the
internet and social capital in the UK does not demonstrate much correla-
tion at all.127 Largely, people socialise online with the same people they
would otherwise offline or via telephone. But where a community has
very high levels of access, with content suited to local uses, then poten-
tially interesting outcomes arise. The best piece of evidence for this
remains a study carried out in Toronto in the late 1990s, in a suburb with
blanket broadband access and neighbourhood email lists available to use.
Wired residents knew three times as many neighbours, talked with twice
as many and visited fifty per cent more of their neighbours compared to
non-wired residents.!28 Wired-communities experiments have taken place
all over the UK, but only recently have instigators come to realise the
importance of content and social software for facilitating useful outcomes.
The biggest scheme of its kind, in Shoreditch, East London, will be worth
watching in this regard.!2° Equally, websites which operate nationwide,
but which are tailored to help people communicate locally, such as
UpMpysStreet, UK Villages Online and The Local Channel, may start to
affect social capital as internet penetration rises.

The internet is likely to replace other local media, in the specific circum-
stances where it offers some better functionality. One of the clearest cases
of this is in local advertising, where sellers and buyers can find one
another with great precision, by post-code and by product. Already, eBay
offers a localised service, so that goods (such as a sofa or car) could poten-
tially be exchanged face-to-face. Equally, for neighbourhoods or streets
that have their own governance arrangements, neighbourhood watch
schemes or local news leaflets, it would make sense for these to be at least
accompanied by email lists or message boards. Community portals, such
as Balham.com in South London, already demonstrate how a community
can itself build useful focal points for local discussion and trade. However,
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these resources are most likely to arise where media literacy and social
capital are already fairly high, and may be harder to nurture in the com-
munities that arguably need them most.

The other new local activities facilitated by new media lie in broadcasting.
The eradication of spectrum scarcity doesn't just open up the possibility
of endless new national or international channels; it also offers the
opportunity to broadcast at a far more local level than was previously
possible (or at least, legal). Analogue television would not sustain broad-
casting at any level beneath the region, but Britain already has examples
of broadcasting at the level of the City (BBC Hull Interactive) and the
neighbourhood (Tenantspin in Liverpool). The 2003 Communications
Act, meanwhile, created measures to grant licences for ‘Community
Radio’ stations, intended to serve either a neighbourhood or a commu-
nity of interest with non-commercial motives. In March 2005, The Forest
of Dean was awarded the first full-time licence, with several more likely to
follow over summer 2005.

Once again, we know very little about how these ultra-local broadcasters
are succeeding, in terms of audiences and contributors. One hope under-
lying them is that they give voice to local people, and not just more local
news. Certainly, Tenantspin is as much about engaging local people in the
production of content as in the consumption. But an additional hope
must be that they create a form of ‘local public realm’ to accompany the
more local governance structures that are being gradually introduced in
public services. This, as I have argued elsewhere, is potentially the neces-
sary tonic to devolution of services: ‘It is easy to shrink the sphere of
political responsibility (for example, to make health or education a local
responsibility), but far harder to shrink the public sphere that feeds into
it and criticises it. Attempting to revive civic engagement through devolv-
ing additional power to local communities could be like attempting to
motivate a lazy dog by throwing its ball even further!130

Principles of intervention

The above analysis poses two challenging questions. Firstly, does anybody
genuinely want government to offload its responsibilities to communi-
ties? It is easy to charge government with ‘control-freakery’ and excessive
‘centralism’, but for most citizens this is the condition of an easier life.
Government itself may have much to gain from distancing itself from
services that it is struggling to improve, given that it would no longer be
deserving of blame. But who really would want to get involved in service
delivery and policy on a day-to-day, voluntary basis? Early signs from
Foundation Trust Hospitals suggest that local activism and social capital
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may not, in many circumstances, be adequate to sustain a strongly devolu-
tionary programme.

Secondly, does government actually have any role in much that has been
described in this chapter? Communities of interest and communities of
place are likely to feel most empowered when they themselves have initi-
ated, created and governed whatever new media institution is in question.
The communications regulator grants access to the radio spectrum, and
the BBC is involved in many exciting local and civic uses of new media,
but government (be it local or national) is most effective when it restricts
itself to publishing relevant information and ensuring that elected repre-
sentatives are responsive to whatever channels citizens select. As forms of
civic, political and cultural activity that go on away from mainstream poli-
tics, much of this is beyond the remit of government by its very nature.

So what principles should underline government action, and what poli-
cies result? One goal should be to recognise independent mediating insti-
tutions between formal politics and the forms of informal politics that are
currently pulling away from constitutional democracy. As this chapter
began by identifying, Government has successfully negotiated loss of sov-
ereignty in the past through institutions such as an Independent Bank of
England. It must do so again out of recognition for the communities that
feel alienated from the political process. Another goal should be to
develop regulatory mechanisms capable of sustaining a healthy public
sphere in an age without technological bottlenecks to police. The UK has
done well to create an integrated communications regulator early, thereby
anticipating technological change rather than reacting to it. But OfCom is
still developing the appropriate tools for the digital age, and lacks the con-
ceptual or legal apparatus to affect the grey area between community
activities and public broadcasting.

Principle 1: Democratic structures should not introduce more technological
interactivity than the constitution can sustain democratically.

E-democracy has often been rightly castigated for producing gimmicks, of
the ‘Text the Prime Minister variety’. This is unwelcome for a variety of rea-
sons. Firstly, it creates a negative stereotype for e-democracy among more
‘serious’ political thinkers and policy-makers. Secondly, and more pro-
foundly, it creates an image of interactivity that is not supported by con-
stitutional reality, just as glass parliament buildings produce an image of
transparency. In Robert Putnam’s words, ‘the ability to send a message to
president@whitehouse.gov can give the illusion of much more access,
participation and social proximity than is actually available/13! If we are
not careful, the dawn of interactive media may actually hamper the
progress of sincere democratic dialogue. On the other hand, pre-legislative
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scrutiny and public consultation are activities that should be warmly wel-
comed, and which have become significantly easier thanks to the internet.

Principle 2: e-democracy should draw people into the public realm, not collapse
the public realm into the home

British people are most comfortable using ICT interactively when it is
towards quite private and personal ends. Text messaging is a dominant
means of socialising today, while shopping online is the prime transac-
tional use of the internet for the vast majority of people. Somewhat
dispiritingly, ICT is often most effectively integrated into our everyday
lives when it enables us to avoid engaging with institutions, strangers or
public spaces. The risk is that e-democracy is no different, and makes
democratic processes so seamless and user-centric that the ‘user’ (formally
known as the ‘citizen’) no longer has to accommodate the views of others
or make the effort to leave the house. How might e-democracy pull in the
opposite direction to the other trends of the consumer age? The answer is
‘with great difficulty’, especially given that e-government policies are
themselves dedicated to achieving the same levels of customer service as
the private sector. However, the following types of policy might point in
the right direction.

Principle 3: New media require a middle ground between regulation and
laissez-faire

The distinction between telecommunications and broadcasting has now
been eroded technologically, and is gradually becoming eroded socially.
As Table 3.2 showed, our society now has endless shades of grey in
between a CNN global broadcast, and a one-to-one intimate email.
Government finds it harder to specify the limits of its responsibility, with
free-marketeers arguing that digital technology removes the need for
broadcasting regulation, and communitarians pushing for more publicly
supported local or small-scale media forums. In particular, the BBC has
found itself buffeted in both directions over the past few years.

The communitarian argument is strengthened by a growing body of evi-
dence showing that quality of life is heavily dependent on local and
social circumstances, often lying outside of the bounds of the traditional
welfare state. But it is rendered somewhat toothless by the inability of
government (or for that matter, the BBC) to intervene effectively in every
neighbourhood and self-organising network in the country. Speaking at a
Digital Manifesto event in March 2005, Ben Anderson of the University of
Essex pointed out that if we believe the internet is a connecting mecha-
nism, which carries significant benefits for happiness, job opportunities,
and health, then we have to ask why Government doesn’t attempt to pro-

RECOGNITION: DEMOCRACY IN THE NETWORK ERA 63



mote marriage, given that this brings even greater benefits in exactly these
same areas.!32 The question is, what might lie between traditional regula-
tion (for instance, public service broadcasting regulation), and total lais-
sez-faire (as is currently the case for most telephone calls).

Self-regulation of news and entertainment providers has always been a
critical part of our media regulation, but is becoming more important, not
less. The digital era creates an urgent need for new professions and associ-
ations to offer public guarantees for the conduct of their members, such
as the Association for Television on Demand. Government cannot inter-
fere here, except tacitly, through retaining the right to regulate new media
actively should all other options fail.

Principle 4: Support a ‘multi-tiered public realm’

Technologies such as the printing press and television broadcasting lend
themselves to a particular scale of communication, which has historically
corresponded to national audiences. However, endless new geographic
tiers of media distribution become possible, thanks to new media. We can
receive global, national, regional, local, and private content via the same
medium, and can pass it on in one-to-one or few-to-few forums. An RSS
(Really Simple Syndication) reader, for instance, can automatically collect
information from a global news source, a community-of-interest bulletin
board, and the weblog of a close friend, all to be read on the same plat-
form. We should aim for a ‘multi-tiered public realm’, which aids this
geographic nesting effect, helping individuals identify themselves as citi-
zens of a neighbourhood, of a region or city, a nation, and of the world
simultaneously. The world wide web should not be viewed as a placeless
medium, indeed 80 per cent of content on the internet is said to contain
some type of spatial data. Mapping and 'geo-tagging' (the linking of
pieces of information to specific locations) are important functions of the
internet, especially in public services.

Principle 5: The question of inclusion is a content issue, and not, in the first
instance, a technological issue

Chapter One laid out the importance of developing Britain’s skills and
technological access as a major factor in our nation’s economic competi-
tiveness. But when we talk about universal inclusivity, this is a civic issue,
and not a market one. Digital inclusion becomes an urgent issue once a
certain form of content or service is only accessible via digital means, and
in our media landscape this is due to happen to television. Digital
switchover (the turning off of the analogue transmission signal) is set to
happen at some point in the next seven years, and requires careful han-
dling to make sure that nobody is unable to carry on receiving broadcasts.
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The importance of this is that television is unambiguously central to our
public sphere in the UK, in terms of the numbers watching it, and the
sort of content that dominates it. [t would make no sense to argue that
television sets themselves are a civic entitlement, so the argument must
be that people should be included for reasons of content. It is far harder
to make the same case for new media, given that the internet is as much a
communication platform as it is a content platform, and that broadband
roll-out is all but complete. UK Online centres have put free access points
within walking distance of all, and non-users express no interest in using
the internet. Once again policy-makers must focus on the content that
people need, and not on some ill-defined entitlement to hardware.

Equally, there may be ways in which content can be fitted around people,
rather than vice versa. For instance, in a submission to the Digital
Manifesto public consultation, Beth Porter argued that the UK should
make ‘a real investment in voice-based presentation. It's amazing how
designers of the best children’s sites have created truly accessible sites
hubbed around speech technology without sacrificing interactivity. Sadly
there are all too few examples for adults, though a few aimed at disabled
people. There’s no reason why all sites and other Net communication,
such as email, cannot adopt and further develop this as a priority/133
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Conclusion: a manifesto for a digital Britain

This report has sought to convince its readers of the significance of tech-
nological change in the UK, using evidence and arguments. By laying out
principles of policy intervention in as plain language as possible, it might
hopefully inspire and influence further policy debate, amongst a wider
range of stakeholders than is currently the case in Britain. The task up
until now has not been to offer solutions to immediate policy problems;
the overemphasis on micro delivery challenges in areas such as e-govern-
ment can often mean that the political nature of policy choices goes
underappreciated. Progressives and conservatives will differ in their
visions of the UK's digital future, and if they don't, they should.

In this conclusion, however, we lay out the ippr's own Manifesto for a
Digital Britain, with a series of recommendations for areas where mod-
ernisation could be carried out more effectively, but with an emphasis on
progressive values. This follows the structure of this report, the contents of
which are summarised along the way.

Modernising

The UK has an enviable infrastructural base in ICT and telecommunica-
tions, which is likely to be key to its prosperity and competitiveness over
the next decade. But in all sorts of ways, we haven't developed the skills or
imagination to use it effectively. These two phenomena are ultimately
related: the strong focus on investing in technology and measuring
Britain’s most easily quantifiable assets has left social resources, and less
quantifiable assets underdeveloped. Businesses are innovating technologi-
cally, but without the necessary management changes to take advantage of
it. Government has been emphasising getting all services online, and strug-
gling to identify and communicate whether its services are getting better.

We may have reached the toughest stage in the transition to a digitally-
enabled economy and government, where the obstacles facing us are
hardest to pin down or tackle, being psychological, cultural and local. This
goes for e-government, for service sector productivity and for digital inclu-
sion. These obstacles need to be carefully understood and targeted. The
following steps should be taken:

m The Treasury should rewrite its accounting standards as laid out in the
Green Book, Appraisal and Evaluation in Central Government, such that
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the cost of e-government includes all necessary training and manage-
rial innovation, in other words, the real cost of successful organisa-
tional change.!34 This will mean that e-government will start to appear
more costly, but in the long run investment will be made more sensi-
bly and more productively.

m Once the 2005 e-government targets have passed, there will be an
opportunity to reformulate the goals of e-government in the UK. These
goals should be derived from the interests of citizens in general, and
of ICT-users in particular. We argued in Chapter One that many of the
benefits of ICT investment accrue to users, rather than the investors
themselves. For this reason, it makes sense to establish a set of e-gov-
ernment targets based around user satisfaction, as has been the case in
Canada over the past four years. This should include calculations of
time savings and service quality.

m The emphasis on the '’knowledge economy’ and generalised claims
about the ‘impact of ICT” have outlived their usefulness. In partnership
with the CBI and Intellect, the Government must now work on identi-
fying the ICT-using sectors where productivity gains are being made,
then assess and publish what cross-sectoral lessons can be drawn (if
any). We recommend that the ‘knowledge economy’ basket of goods
be split in four, and tracked individually: the ICT industry itself, organ-
isational productivity, learning support, and new market structures.
Benchmarking pure technological capability, as the DTI and the
Economist Intelligence Unit like to, can blur these issues.

m The gap separating innovative and creative practices from the market-
place is widely perceived to be among the most significant obstacles to
the future competitiveness of the UK. But it is inadequate simply to
chastise scientists and artists for lacking commercial know-how; there
is an institutional deficit. Agencies are required that bridge the gap,
built on managerial expertise and sympathy for scientific or artistic
vocations, rather than the financial expertise and profit motives of ven-
ture capitalists. Phil Chang, a former Silicon Valley entrepreneur, has
recommended that the UK requires ‘Venture Management
Intermediaries’ (VMI) which invest in and nurture new enterprises,
prior to their engagement with the highly market-driven world inhab-
ited by venture capitalists.!3> We would suggest that RDAs and/or the
DTI consider establishing such VMIs along a public interest company
model, whereby the VMI takes enough equity at a level of risk to keep
itself afloat, as a public utility.13¢

m A significant obstacle to usage of ICT across society is the lack of trust-
worthy support available to certain groups. This tends to be dependent
on informal networks, and thus on other factors determining these,
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such as age and class. For instance, one in three people over sixty-five
say they have no source of advice on ICT use at all.137 This situation is
not inevitable: there is market failure going on, which industry itself is
best placed to address. Rather than move towards the model embodied
by the market for car mechanics (supported by informal networks and
railway arches), the British Computer Society and Intellect should look
at ways of ensuring that the public has easy ways of locating accredited
ICT professionals, who are trained to understand the fears and needs
of excluded groups. This requires a professional solution, not simply a
better version of PC World, as welcome as that would be.

A methodical, psychologically sophisticated approach towards the
users of government ICT (be it staff or citizen) is required. Low levels
of media literacy and ICT skills are a significant obstacle to successful
public service modernisation, as is low morale and scepticism among
public sector staff. However, these should not be seen as extraneous
obstacles to modernisation, but the focus of modernisation: changing
attitudes and abilities must be part of the e-government agenda. We
suggest that the e-Government Unit build on the research of the
Digitally United Kingdom report, to develop psychological profiles of
different user groups, with a timeline of how these are expected to
grow and shrink over the next seven years. Confidence and skills
develop over a series of steps, and the Government should consider
what these are, and how it can support users in taking them. This will
soon be especially critical in the area of health. Technological moderni-
sation should be linked to this timeline, to ensure that user capabilities
and investment in ICT are in line with one another.

Delineating

We are concerned about the seeming imbalance between the
Government'’s enthusiasm for public service modernisation and its respect
for constitutional due process. It is not clear that the Department for
Constitutional Affairs (DCA) plays a sufficiently active role in the delin-
eation of how data can and can't be used within government. In the inter-
ests of being ‘customer-focused’, it would be preferable if ICT systems
were designed around the principle of maximum choice for the user, as to
how much information they give away, and how engaged they become.
Evidence on media literacy in the UK indicates that an ICT user will tend
to migrate very cautiously from the most private types of interaction to
the more public or open forms of transaction. Individuals should have the
right to do the same when dealing with government. Privacy (whether or
not it is called that) is not simply a moral principle; it is the basis for
security and confidence in a system.
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It is pure common sense to be sceptical of a system that is both opaque
and comes without legal guarantees, and we believe the Government
could do more to improve on both of these, if it wants to encourage
enthusiastic and confident use of ICT across society. The following steps
would support this.

m Choice as to different levels of privacy is a real possibility, which the

UK Government should actively enshrine. The French e-government
strategy offers an excellent role model here: ‘the user’s explicit agree-
ment to the direct exchange of information between departments will
be required from the moment when the user is offered a real
choice/138 We would like to see the Government investigate uses of
‘federated-identity’ systems, as outlined in Principle 3 of Chapter Two,
and consider a multi-tiered option for the National Identity Register,
in which individuals can choose to have more information on their ID
card, and less information on the Register, should they be concerned
about privacy.

m The fear of e-crime is a growing obstacle to confident use of the inter-

net, including for transactions with government. As a joint EURIM-
ippr study recommended, there is a need for non-geographic Crime
and Disorder Partnerships, to which ‘incidents’ can be reported for
rapid collation and forwarding to those responsible for action, includ-
ing the ‘systems administrators’ of the Internet Service Providers who
are the front line of both protection and investigation. Such partner-
ships need to cover the communities concerned with child, consumer
and infrastructure protection, as well as financial services and serious
and organised crime. They need support from joint investigation
teams, plus high-visibility awareness and skills programmes, ranging
from basic e-citizenship and security through reporting and investiga-
tory processes to forensics.

A prime obstacle to the joining-up of government is the worry that per-
sonal information may not be shared between functions and depart-
ments, even when the citizen requests it. Moreover, many departments
trust neither the accuracy nor the security of each other’s processes. The
first requirement is clear guidance, at the operational level, for those
entering, maintaining and accessing personal information, as to those
with whom they should share data and how they should check their
identity and authorisation. The second is to rationalise the current slew
of departmental governance arrangements into a series of well publi-
cised consent-driven routines, akin to those for the files of the credit
reference agencies and financial services sector, with default powers to
demand information for emergency or enforcement purposes, and real-
istic enforcement routines and penalties for abuse.
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m The responsibilities of the DCA are growing as a result of digital tech-
nology, not diminishing. Data protection, data-sharing protocols and
freedom of information all lie within this department. We believe that
these areas need mainstreaming in Government. A generic Privacy
Impact Assessment is currently being developed by the DCA, to help
service providers decide when to share data. But the need for this goes
further. Each department should be obliged to perform a Privacy
Impact Assessment when developing new legislation and protocols,
and file it with the Information Commissioner, who is accountable to
parliament.

m Constitutional concerns need prioritising further when e-government
policies are being developed. The DCA should mimic ITan Watmore’s
decision to set up a CIO Council (thus creating a community of senior
ICT experts across government), and establish a Legal Council of senior
civil servants tasked with ensuring that their departments operate
according to due process. This should remain in ongoing dialogue with
the CIO Council, and work to ensure that public service modernisa-
tion, and constitutional reform operate in harmony with one another.

Recognising

ICT doesn't just create the need for new types of policy; it is an enabling
factor in new types of politics. Communication in the analogue world was
structured by the fairly clear-cut distinction between a television and a
telephone. Content transmitted through the former was regulated by gov-
ernment, it was public, and much of it was newsworthy in some sense.
Content transmitted via the latter was unregulated, private and only of
concern to the tiny number of people engaged in sharing it. However, dig-
ital networked media introduce a new grey area between the two, which
supports communities in a way never seen before. People are simultane-
ously audience members and participants, and the extent to which they
are one or the other depends on the scale of the community. Community
media now represents a large buffer zone between what are convention-
ally known as the public and private spheres. We do not suggest that the
public and private spheres are about to disappear into a soup of commu-
nication, but that it will reinforce the integrity of each if society (includ-
ing Government) can find ways of recognising and speaking to the com-
munities that are a source of identity and support for people, lying
between public and private.

m The internet is well suited to local and neighbourhood level communi-
cation. The Government is pledged to empower neighbourhoods to
take decisions over certain aspects of local services, and should con-
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sider a role for new media in this. Questions of access are obviously
fundamental here, which may require public or even public-only
access points (as with National Lottery terminals). Message boards and
email lists are a way of supporting public debate at a neighbourhood
level, and may prove especially useful in neighbourhoods with low
levels of trust. Official public message boards for local public services
would also provide a place where citizens could voice their views on
the quality of service, and may help dispel the perpetually negative
depiction of services in the national press.

New media need support between the ‘top-down’ and the ‘bottom-up’.
The bottom-up has plentiful energy; the top-down has plentiful
money (relatively speaking). A public sector innovation fund should
be a permanent fixture, to fund e-democracy innovations at a grass-
roots and nationwide level. The Government is set to launch a compe-
tition for the most digitally advanced city in the UK, with a £10 mil-
lion prize, but why only appeal to place-based digital initiatives? Civic-
and interest-based online activities should have their own equivalent
of this, thereby incentivising high-quality interactive content online.
Government will squash intermediary type activities if it endorses
them too heavily, or replicates them, but it can offer tacit endorsement
by supporting them with grants.

E-government should not only deal with the consumer, but with the
citizen. Well-designed e-government services should provide links and
information on why government supplies the service in question, how
much it costs, and the political representatives (such as Select
Committee members) engaged in overseeing it.

The BBC is one of the key agents in the development of a ‘multi-tiered
public realm’, because it is a trusted brand at every level between inter-
national broadcasting and grass-roots initiatives. However, it lacks the
resources to deliver all of the locally generated and tailored content
that new media enable. The BBC should develop a BBC Franchise,
whereby social enterprises can apply to borrow a variant of the BBC
logo, and have BBC content (in particular, news) syndicated to them
under the Creative Archive licence. The best vehicle for a franchised
BBC outlet would be the forthcoming Community Interest Company
model.

In content terms, the standard reason to worry about the ‘digital
divide’ has been access to educational materials. The Government has
done well to tackle the digital divide among children, as evidence in
Chapter One highlighted. But another source of concern is around the
corner, in the form of the NHS'’s National Programme for IT, which
(among other things) will provide patients with access to their health
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records online. In order to maintain a fair and inclusive health service,
all adults must be able to take advantage of this, which requires care-
fully targeted ICT training. This should aim not only at those who are
at greatest risk of social exclusion, but at those who perform an impor-
tant role of informal health care within the family. For this reason, we
recommend that the Government investigates how Sure Start might be
used to improve the skills and media literacy of mothers and fathers in
the UK.

Individual departments inevitably hold greater responsibility for different
parts of this agenda than others. The Government no longer has an e-
Envoy to sell the importance and excitement of digital issues across
Whitehall, so the question of where individual issues should “sit’ will
remain a live one for policy-makers and commentators for some time to
come. For reasons of utility, the majority of the policy recommendations
in this document are presented for consideration by specified areas of
Government. However, the persistent complaints that government is too
fragmented or too top-down will not be alleviated simply by creating new
cross-cutting bodies or new agencies. It is easy (and tempting) to recom-
mend such initiatives, but this only draws new lines in the sand, and they
are soon after tarnished with the charge of ‘silo mentalities. What is
needed is a shared recognition of how our social environment is changing
and can be changed, and it is towards that, admittedly grand, ambition
that this report might take a small step.
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